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1 Introduction	
  	
  
	
  
The	
  ACDC-­‐Project	
  has	
  the	
  aim	
  to	
  provide	
  end-­‐to-­‐end	
  protection	
  and	
  a	
  set	
  of	
  services	
  to	
  all	
  
stakeholder	
  groups	
  identified	
  in	
  deliverable	
  D6.1.1:	
  User	
  profiles	
  and	
  categorization.	
  One	
  of	
  the	
  
project	
  goals	
  is	
  the	
  provision	
  of	
  eight	
  National	
  Anti-­‐Botnet	
  Support	
  Centres	
  (NSC)	
  across	
  Europe	
  
offering	
  dedicated	
  support	
  services	
  to	
  End	
  Users	
  or	
  Small	
  and	
  Medium	
  Enterprises	
  (SMEs).	
  	
  
A	
  national	
  Anti-­‐Botnet	
  Support	
  Centre	
  in	
  Germany	
  was	
  already	
  operational	
  before	
  the	
  project	
  launch	
  
and	
  their	
  concept	
  and	
  experience	
  was	
  used	
  to	
  carry	
  out	
  this	
  concept	
  to	
  other	
  European	
  member	
  
states.	
  The	
  collaboration	
  has	
  been	
  driven	
  through	
  a	
  specific	
  task	
  force,	
  whose	
  goals	
  were	
  oriented	
  
towards	
  the	
  identification	
  of	
  common	
  standards,	
  specifications	
  and	
  recommendations	
  for	
  the	
  
operation	
  of	
  an	
  exemplary	
  National	
  Anti-­‐Botnet	
  Support	
  Centre	
  that	
  could	
  be	
  easily	
  set-­‐up	
  by	
  any	
  
interested	
  organization/Member	
  State.	
  	
  

2 Executive	
  Summary	
  
	
  
The	
  set-­‐up	
  of	
  National	
  Anti-­‐Botnet	
  Support	
  Centres	
  across	
  Europe	
  is	
  one	
  of	
  the	
  main	
  columns	
  of	
  the	
  
ACDC-­‐Project	
  in	
  offering	
  an	
  end-­‐to-­‐end	
  approach	
  to	
  fight	
  and	
  mitigate	
  botnet	
  infections.	
  	
  
In	
  this	
  model,	
  the	
  NSCs	
  inherit	
  the	
  role	
  of	
  the	
  first-­‐level	
  contact	
  point	
  for	
  infected	
  end-­‐users	
  at	
  a	
  
national	
  level.	
  	
  
The	
  German	
  ABBZ	
  is	
  operating	
  since	
  2010	
  and	
  during	
  the	
  ACDC	
  project	
  duration,	
  it	
  has	
  been	
  proven	
  
that	
  the	
  model	
  of	
  National	
  Anti-­‐Botnet	
  Support	
  Centres	
  can	
  be	
  carried	
  out	
  successfully	
  to	
  other	
  
European	
  member	
  states	
  as	
  well.	
  	
  
As	
  part	
  of	
  the	
  ACDC	
  project,	
  new	
  NSCs	
  have	
  been	
  established	
  in	
  Spain,	
  Italy,	
  Belgium,	
  Portugal,	
  
France,	
  Romania	
  and	
  Croatia.	
  Additionally,	
  the	
  concept	
  has	
  convinced	
  organisations	
  from	
  
Luxembourg	
  and	
  Bulgaria	
  to	
  follow	
  the	
  ACDC	
  approach	
  and	
  to	
  establish	
  NSCs	
  in	
  their	
  countries,	
  too.	
  
The	
  concept	
  has	
  been	
  presented	
  to	
  other	
  countries	
  as	
  well	
  and	
  organisations	
  from	
  Ireland,	
  Slovenia	
  
or	
  The	
  Netherlands	
  stated	
  an	
  interest	
  to	
  adapt	
  the	
  concept	
  of	
  NSCs	
  under	
  the	
  ACDC	
  umbrella	
  in	
  the	
  
near	
  future.	
  A	
  bilateral	
  consultancy	
  with	
  similar	
  initiatives	
  in	
  Japan	
  (ACTIVE-­‐Project)	
  and	
  Australia	
  
(ACMA-­‐Service)	
  has	
  been	
  established	
  during	
  the	
  project.	
  These	
  organisations	
  have	
  similar	
  goals	
  and	
  
services	
  as	
  the	
  NSCs	
  of	
  ACDC.	
  	
  	
  
Driven	
  by	
  the	
  NSC	
  task	
  force	
  during	
  the	
  project	
  duration,	
  a	
  fruitful	
  and	
  regular	
  exchange	
  between	
  the	
  
different	
  partner	
  organisations	
  was	
  established.	
  The	
  task	
  group	
  agreed	
  on	
  applying	
  common	
  
standards	
  and	
  introduced	
  an	
  ongoing	
  exchange	
  of	
  information,	
  resources	
  and	
  expertise.	
  The	
  Spanish	
  
NSC,	
  operated	
  by	
  partner	
  INCIBE	
  (INTECO),	
  has	
  also	
  exemplary	
  participated	
  in	
  the	
  experiments	
  of	
  
ACDC	
  within	
  WP3	
  as	
  a	
  proof	
  of	
  concept	
  on	
  the	
  detection	
  to	
  mitigation	
  approach	
  as	
  defined	
  in	
  the	
  
project	
  goals.	
  	
  	
  
The	
  ACDC	
  project	
  with	
  its	
  NSCs	
  however	
  missed	
  one	
  of	
  its	
  goals	
  during	
  the	
  project	
  span	
  -­‐	
  the	
  direct	
  
involvement	
  into	
  a	
  botnet	
  takedown	
  driven	
  by	
  law	
  enforcement	
  agencies.	
  	
  
However,	
  several	
  NSC’s	
  support	
  centres	
  were	
  involved	
  into	
  takedowns	
  like	
  on	
  CryptoLocker	
  or	
  
GameOver.Zeus	
  during	
  the	
  project	
  span,	
  but	
  these	
  have	
  been	
  tackled	
  at	
  a	
  national	
  level	
  only,	
  
without	
  internal	
  coordination	
  or	
  involvement	
  of	
  ACDC.	
  	
  
The	
  main	
  reasons	
  for	
  the	
  non-­‐involvement	
  of	
  the	
  ACDC	
  NSCs	
  are	
  the	
  strict	
  confidentiality	
  levels	
  of	
  
such	
  police	
  operations,	
  the	
  restrictions	
  of	
  information	
  disclosure	
  to	
  third	
  parties	
  and	
  the	
  missing	
  
availability	
  of	
  a	
  supervising	
  legal	
  entity	
  for	
  the	
  National	
  Support	
  Centres.	
  	
  
As	
  a	
  consequence	
  of	
  this,	
  the	
  operators	
  of	
  the	
  NSCs	
  intend	
  to	
  establish	
  an	
  alliance	
  for	
  National	
  Anti-­‐
Botnet	
  Support	
  Centres	
  in	
  the	
  European	
  Union	
  after	
  the	
  end	
  of	
  the	
  project.	
  This	
  future	
  European	
  
Anti-­‐Botnet	
  Support	
  Centre	
  Alliance	
  (EABSCA)	
  will	
  act	
  as	
  a	
  coordinating	
  and	
  supporting	
  organisation	
  
for	
  the	
  NSCs,	
  with	
  the	
  goal	
  to	
  drive	
  the	
  exchange	
  and	
  collaboration	
  among	
  each	
  other,	
  but	
  also	
  with	
  
European	
  organisations	
  like	
  Europol,	
  CERTs,	
  ENISA	
  or	
  the	
  European	
  Commission	
  on	
  botnet	
  
takedowns	
  or	
  campaigns	
  like	
  the	
  Internet	
  Safety	
  Day.	
  All	
  national	
  support	
  centres	
  prefer	
  being	
  
independent	
  entities,	
  responsible	
  for	
  their	
  service,	
  funding	
  and	
  equipment	
  in	
  the	
  future.	
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3 Task	
  Force	
  National	
  Support	
  Centre	
  	
  
	
  
The	
  task	
  force	
  “National	
  Support	
  Centres”	
  was	
  introduced	
  as	
  defined	
  in	
  the	
  deliverable	
  D2.2	
  
Establishment	
  of	
  Component	
  Task	
  Forces	
  and	
  reflects	
  the	
  Component	
  Task	
  Force	
  3:	
  End	
  Customer	
  
Tools	
  and	
  Support	
  Centres	
  that	
  is	
  described	
  on	
  page	
  8	
  in	
  that	
  deliverable.	
  	
  
An	
  early	
  decision	
  of	
  the	
  initial	
  task	
  group	
  divided	
  the	
  initial	
  task	
  group	
  into	
  two	
  working	
  groups.	
  The	
  
component	
  Support	
  Centres	
  has	
  been	
  led	
  by	
  ECO,	
  the	
  component	
  End	
  Customer	
  Tools	
  by	
  LSEC.	
  
Members	
  were	
  the	
  operators	
  of	
  the	
  National	
  Support	
  Centres,	
  but	
  other	
  project	
  partners	
  like	
  ATOS	
  
(for	
  the	
  sustainability	
  planning)	
  or	
  GData	
  (as	
  a	
  tool	
  provider	
  with	
  their	
  EU-­‐Ransomware	
  cleaner)	
  were	
  
regularly	
  participating	
  at	
  these	
  task	
  group	
  meetings	
  as	
  well.	
  The	
  task	
  force	
  leaders	
  were	
  also	
  leading	
  
the	
  reach-­‐out	
  and	
  follow-­‐ups	
  with	
  external	
  partners	
  that	
  stated	
  interest	
  in	
  building	
  own	
  NSCs,	
  like	
  
the	
  Bulgarian	
  CERT.	
  Task	
  force	
  leader	
  ECO	
  also	
  forced	
  the	
  international	
  collaboration	
  with	
  
organisation	
  from	
  Japan,	
  Australia	
  or	
  South	
  Korea.	
  
	
  
The	
  task	
  force	
  agreed	
  on	
  a	
  meeting	
  schedule	
  once	
  a	
  quarter,	
  either	
  by	
  phone	
  or	
  during	
  internal	
  ACDC	
  
summits.	
  The	
  topics	
  of	
  the	
  support	
  centre	
  task	
  force	
  meetings	
  covered	
  status	
  updates	
  to	
  the	
  
progress	
  of	
  setting	
  up	
  the	
  national	
  centres,	
  the	
  collaboration	
  at	
  a	
  European	
  Level,	
  Updates	
  from	
  
operating	
  National	
  Centres,	
  the	
  exchange	
  of	
  lessons	
  learned,	
  general	
  feedback,	
  same	
  as	
  surveys	
  and	
  
their	
  outcome.	
  As	
  a	
  part	
  of	
  the	
  internal	
  discussion	
  towards	
  the	
  long-­‐term	
  sustainability	
  of	
  the	
  NSC,	
  it	
  
is	
  planned	
  to	
  continue	
  the	
  collaboration	
  under	
  the	
  umbrella	
  of	
  the	
  future	
  European	
  Anti-­‐Botnet	
  
Support	
  Centre	
  Alliance	
  (EABSCA)	
  
	
  

	
  
Date	
   Type/Event	
   Note	
  

1	
   21.02.13	
   Meeting	
   ACDC	
  Kick-­‐Off	
  
2	
   13.06.13	
   Telco	
   General	
  sync-­‐up	
  	
  
3	
   25.09.13	
   Meeting	
   General	
  Assembly	
  2013	
  
4	
   04.12.13	
   Meeting	
   WP1/2	
  Workshop,	
  Nantes	
  
5	
   28.05.14	
   Meeting	
   ACDC	
  Workshop,	
  Frankfurt	
  
6	
   02.09.14	
   Telco	
   Preparation	
  call	
  GA	
  
7	
   25.09.14	
   Meeting	
   General	
  Assembly	
  2014	
  
8	
   25.02.14	
   Telco	
   Status	
  Updates,	
  Results	
  Survey	
  
9	
   01.04.15	
   Telco	
   Status	
  Call,	
  launch	
  of	
  all	
  NSCs	
  

10	
   12.05.15	
   Meeting	
   General	
  Assembly	
  2015	
  
Table	
  1:	
  List	
  of	
  NSC	
  Task	
  Force	
  Meetings	
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4 Standards	
  requirements	
  for	
  a	
  National	
  Support	
  Centres	
  
	
  
The	
  primary	
  purpose	
  of	
  a	
  national	
  support	
  centre	
  is	
  to	
  reduce	
  the	
  number	
  of	
  botnet-­‐infected	
  
computers	
  in	
  the	
  operating	
  country,	
  educate	
  users	
  on	
  the	
  subject	
  of	
  Internet	
  security,	
  and	
  provide	
  
assistance	
  removing	
  malicious	
  botnet	
  software	
  from	
  an	
  infected	
  end-­‐device.	
  
The	
  target	
  group	
  of	
  a	
  NSC	
  are	
  end-­‐users,	
  same	
  as	
  small-­‐and	
  medium	
  sized	
  enterprises.	
  Practical	
  
experience	
  and	
  knowledge	
  of	
  the	
  operation	
  of	
  the	
  NSC	
  in	
  Germany,	
  but	
  also	
  common	
  know-­‐how	
  on	
  
Customer	
  Services	
  especially	
  on	
  IT-­‐Security	
  clearly	
  underline	
  that	
  a	
  service	
  of	
  a	
  National	
  Anti-­‐Botnet	
  
support	
  centre	
  needs	
  to	
  be	
  free	
  of	
  charge.	
  Charging	
  users	
  for	
  the	
  intended	
  services	
  would	
  clearly	
  
miss	
  the	
  objectives	
  like	
  reducing	
  the	
  number	
  of	
  botnet	
  infections	
  at	
  a	
  national	
  level.	
  The	
  majority	
  of	
  
end-­‐users	
  are	
  simply	
  not	
  willed	
  to	
  pay	
  for	
  such	
  type	
  of	
  services.	
  	
  
National	
  support	
  centres	
  participating	
  in	
  the	
  ACDC-­‐Project	
  are	
  fully	
  independent	
  entities.	
  Each	
  
operator	
  can	
  decide	
  based	
  on	
  his	
  available	
  budget	
  and	
  funding,	
  which	
  service	
  level	
  his	
  NSC	
  can	
  
provide.	
  Due	
  to	
  different	
  budgets,	
  own	
  demands,	
  national	
  peculiarities	
  or	
  industry	
  partners,	
  the	
  
definition	
  of	
  these	
  basic	
  requirements	
  enables	
  a	
  minimum	
  standard	
  for	
  a	
  national	
  support	
  centre.	
  
The	
  ACDC	
  Support	
  Centre	
  Task	
  Group	
  has	
  defined	
  and	
  agreed	
  on	
  these	
  minimal	
  requirements	
  that	
  a	
  
provider	
  needs	
  to	
  fulfil	
  to	
  comply	
  as	
  a	
  national	
  anti-­‐botnet	
  support	
  centre	
  under	
  the	
  ACDC	
  brand.	
  

4.1 Operator	
  	
  
The	
  operator	
  of	
  a	
  National	
  Support	
  Centre	
  does	
  not	
  need	
  to	
  be	
  a	
  consortium	
  member	
  of	
  the	
  ACDC	
  
project,	
  but	
  it	
  needs	
  to	
  an	
  entity	
  based	
  in	
  the	
  country	
  that	
  the	
  NSC	
  is	
  dedicated	
  to.	
  This	
  requirement	
  
is	
  necessary	
  to	
  ensure	
  a	
  high	
  level	
  of	
  trust	
  by	
  a	
  national	
  operator	
  among	
  its	
  citizens,	
  the	
  industry	
  
partners	
  like	
  the	
  ISPs	
  and	
  finally	
  the	
  government	
  or	
  CERT	
  community.	
  Additionally,	
  legal	
  barriers	
  like	
  
the	
  domain	
  registration	
  guidelines	
  prevent	
  organisation	
  abroad	
  to	
  register	
  specific	
  Country	
  code	
  top-­‐
level	
  domains	
  as	
  well.	
  As	
  an	
  example,	
  a	
  German	
  organisation	
  would	
  not	
  be	
  entitled	
  to	
  run	
  a	
  National	
  
Support	
  Centre	
  in	
  Austria.	
  	
  

4.2 Languages	
  	
  
The	
  website	
  of	
  a	
  National	
  Support	
  Centre	
  should	
  be	
  available	
  in	
  at	
  least	
  one	
  official	
  language	
  spoken	
  
in	
  the	
  hosting	
  country.	
  An	
  additional	
  English	
  version	
  is	
  not	
  mandatory,	
  but	
  recommended	
  to	
  enable	
  
support	
  to	
  foreigners	
  in	
  the	
  particular	
  country,	
  too.	
  	
  

4.3 Service	
  level	
  	
  
The	
  minimal	
  requirement	
  for	
  the	
  service	
  of	
  a	
  National	
  Support	
  Centre	
  is	
  a	
  static	
  website.	
  	
  
Each	
  National	
  Support	
  Centre	
  must	
  provide	
  an	
  option	
  to	
  contact	
  the	
  operating	
  organisation	
  and	
  the	
  
responses	
  need	
  to	
  be	
  handled	
  in	
  a	
  timely	
  manner.	
  	
  
Additional	
  levels	
  of	
  technical	
  support1	
  provided	
  by	
  a	
  NSC	
  are	
  not	
  compulsory,	
  each	
  organisation	
  must	
  
decide	
  which	
  services	
  it	
  can	
  provide	
  based	
  on	
  its	
  available	
  budget	
  and	
  funding.	
  	
  
Further,	
  activities	
  in	
  social	
  media,	
  the	
  availability	
  of	
  a	
  support	
  forum,	
  a	
  blog	
  and	
  activities	
  beyond	
  are	
  
appreciated,	
  but	
  not	
  compulsory.	
  It	
  is	
  recommended	
  that	
  NSCs	
  use	
  the	
  synergies	
  of	
  other	
  National	
  
Support	
  Centres,	
  e.g.	
  by	
  linking	
  to	
  available	
  international	
  support	
  forums,	
  blogs	
  or	
  social	
  media	
  
accounts.	
  	
  	
  
	
   	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
1	
  http://en.wikipedia.org/wiki/Technical_support	
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4.4 Branding	
  	
  
A	
  National	
  Support	
  Centre	
  related	
  to	
  ACDC	
  has	
  to	
  display	
  the	
  ACDC	
  Logo	
  and	
  a	
  link	
  to	
  the	
  project	
  
website	
  on	
  its	
  main	
  website.	
  Displaying	
  the	
  logo	
  and	
  the	
  link	
  on	
  other	
  subpages	
  is	
  appreciated,	
  but	
  
not	
  mandatory.	
  Besides	
  that,	
  each	
  National	
  Support	
  Centre	
  has	
  the	
  right	
  to	
  implement	
  its	
  own	
  web	
  
design	
  and	
  layout.	
  ECO	
  has	
  granted	
  interested	
  project	
  partners	
  the	
  cost-­‐free	
  usage	
  of	
  their	
  web	
  page	
  
template.	
  	
  
It	
  is	
  recommended	
  to	
  host	
  the	
  NSC	
  on	
  its	
  own	
  domain	
  and	
  the	
  national	
  top-­‐level	
  domain.	
  The	
  
domain	
  name	
  of	
  the	
  national	
  support	
  centre	
  is	
  not	
  compulsory,	
  but	
  it	
  is	
  recommended	
  following	
  the	
  
naming	
  convention	
  of	
  *.botfree.*,	
  *.antibot.*	
  or	
  localised	
  variations.	
  	
  
	
  

4.5 Content	
  	
  
A	
  NSC	
  should	
  apply	
  a	
  terminology,	
  wording	
  and	
  language	
  that	
  is	
  understandable	
  by	
  its	
  target	
  
customer/visitor	
  group.	
  Information	
  displayed	
  on	
  a	
  NSC	
  should	
  include	
  general	
  information	
  about	
  
botnets	
  and	
  should	
  ideally	
  also	
  address	
  other	
  common	
  and	
  related	
  IT-­‐security	
  threats	
  like	
  Phishing.	
  	
  
The	
  website	
  of	
  a	
  NSC	
  should	
  also	
  include	
  basic	
  advice	
  how	
  to	
  protect	
  a	
  computer	
  device	
  and	
  how	
  to	
  
“stay	
  safe”	
  on	
  the	
  Internet.	
  This	
  particularly	
  includes	
  the	
  advice	
  of	
  the	
  regular	
  installation	
  of	
  updates	
  
and	
  patches	
  to	
  tools,	
  browser,	
  plugins,	
  apps	
  or	
  the	
  operating	
  system,	
  the	
  usage	
  of	
  security	
  tools	
  like	
  
an	
  Anti-­‐Virus	
  product	
  and	
  a	
  firewall.	
  	
  
The	
  website	
  of	
  a	
  NSC	
  must	
  provide	
  guidance,	
  help	
  and	
  assisting	
  information	
  that	
  a	
  user	
  needs	
  to	
  take	
  
in	
  case	
  of	
  an	
  infection	
  with	
  Malware,	
  Trojan	
  or	
  other	
  security	
  threats.	
  This	
  can	
  include	
  their	
  own	
  
support	
  services;	
  own	
  cleaning	
  or	
  removal	
  tools,	
  reference	
  to	
  other	
  National	
  Support	
  Centres	
  or	
  links	
  
to	
  external	
  services	
  that	
  provide	
  helpful	
  information,	
  services	
  or	
  tools.	
  The	
  content	
  of	
  a	
  NSC	
  should	
  
also	
  be	
  regularly	
  maintained	
  and	
  updated	
  by	
  the	
  operator.	
  	
  

4.6 Tools	
  	
  
All	
  provided	
  dissemination	
  tools	
  that	
  are	
  displayed,	
  hosted	
  or	
  linked	
  on	
  the	
  website	
  of	
  a	
  NSC	
  need	
  to	
  
be	
  free	
  of	
  charge.	
  This	
  is	
  necessary,	
  as	
  a	
  NSC	
  acts	
  as	
  a	
  national	
  service	
  to	
  its	
  citizens	
  and	
  follows	
  the	
  
approach	
  to	
  reduce	
  the	
  number	
  of	
  infected	
  computers	
  in	
  the	
  country.	
  A	
  fee	
  for	
  this	
  service	
  would	
  
detain	
  a	
  lot	
  of	
  users	
  from	
  using	
  this	
  type	
  of	
  service.	
  	
  
Organisations	
  are	
  entitled	
  to	
  promote	
  commercial	
  tools	
  along	
  with	
  upselling	
  possibilities,	
  but	
  these	
  
need	
  to	
  be	
  labelled	
  accordingly	
  and	
  separated	
  from	
  the	
  free	
  of	
  charge	
  tools.	
  	
  
	
  
4.6.1 Specifications	
  for	
  EU-­‐Cleaners	
  	
  
An	
  EU	
  cleaner	
  should	
  meet	
  the	
  following	
  specifications:	
  

• An	
  EU-­‐Cleaner	
  needs	
  to	
  be	
  a	
  transparent	
  tool	
  with	
  step-­‐by-­‐step	
  instructions,	
  allowing	
  a	
  
simple	
  and	
  uncomplicated	
  installation	
  and	
  usage	
  by	
  inexperienced	
  PC	
  users.	
  

• An	
  EU-­‐Cleaner	
  needs	
  to	
  be	
  free	
  of	
  any	
  charges;	
  its	
  licence	
  should	
  not	
  expire.	
  	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  be	
  a	
  self-­‐extracting	
  file,	
  creating	
  its	
  own	
  folder(s),	
  adding	
  an	
  icon	
  to	
  

the	
  desktop	
  and	
  it	
  has	
  to	
  launch	
  automatically	
  after	
  the	
  installation.	
  Alternatively,	
  an	
  EU-­‐
cleaner	
  can	
  be	
  provided	
  to	
  run	
  on	
  a	
  boot	
  CD	
  or	
  boot	
  USB	
  stick.	
  	
  

• An	
  EU-­‐Cleaner	
  shall	
  not	
  add	
  any	
  perpetual	
  changes	
  to	
  the	
  computer	
  registry	
  as	
  part	
  of	
  its	
  
installation.	
  

• An	
  EU-­‐Cleaner	
  needs	
  to	
  be	
  a	
  standalone-­‐tool	
  and	
  it	
  shall	
  not	
  include	
  additional	
  components,	
  
tools	
  or	
  apps.	
  It	
  shall	
  not	
  be	
  part	
  of	
  bundle	
  installation	
  either.	
  

• An	
  EU-­‐Cleaner	
  needs	
  to	
  run	
  on	
  all	
  common	
  Microsoft	
  Windows	
  versions.	
  	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  include	
  the	
  latest	
  AV	
  signatures	
  or	
  Heuristics,	
  as	
  certain	
  Malware	
  

infections	
  could	
  deny	
  access	
  to	
  the	
  Internet.	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  include	
  the	
  ACDC	
  logo.	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  support	
  the	
  start	
  and	
  stop	
  of	
  scan	
  process	
  and	
  display	
  the	
  progress	
  

of	
  the	
  scan	
  process.	
  	
  
• Possible	
  EU-­‐Cleaner	
  detections	
  should	
  be	
  displayed	
  during	
  the	
  scan	
  process.	
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• An	
  EU-­‐Cleaner	
  should	
  not	
  impact	
  the	
  usage	
  of	
  previously	
  installed	
  Anti-­‐Virus	
  Products.	
  
• An	
  EU-­‐Cleaner	
  should	
  remove	
  all	
  malware	
  it	
  is	
  capable	
  to	
  detect.	
  
• An	
  EU-­‐Cleaner	
  should	
  scan	
  all	
  system	
  files,	
  the	
  computer	
  registry	
  and	
  all	
  other	
  files	
  on	
  the	
  

PC.	
  
• An	
  EU-­‐Cleaner	
  should	
  provide	
  detailed	
  statistics	
  about	
  its	
  scan	
  results,	
  including	
  the	
  name	
  

and	
  location	
  of	
  all	
  detections	
  made.	
  These	
  details	
  need	
  to	
  be	
  exportable	
  into	
  a	
  text/log	
  file.	
  	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  notify	
  the	
  user	
  if	
  a	
  threat	
  couldn’t	
  be	
  removed.	
  	
  
• An	
  EU-­‐Cleaner	
  needs	
  to	
  inform	
  the	
  user	
  about	
  additional	
  security	
  measurements.	
  
• An	
  undo-­‐button	
  needs	
  to	
  allow	
  the	
  users	
  to	
  recover	
  the	
  system	
  installation	
  prior	
  to	
  scan	
  or	
  

malware	
  removal,	
  files	
  moved	
  into	
  a	
  quarantine	
  folder	
  need	
  to	
  be	
  restorable.	
  
• An	
  EU-­‐Cleaner	
  should	
  not	
  require	
  a	
  full	
  system	
  back	
  up	
  prior	
  to	
  its	
  scan	
  process.	
  

	
  

4.7 External	
  Links	
  	
  
A	
  national	
  support	
  centre	
  should	
  provide	
  a	
  strong	
  and	
  comprehensive	
  directory	
  of	
  security	
  websites,	
  
covering	
  all	
  areas	
  of	
  Internet	
  security,	
  privacy	
  etc.	
  The	
  links	
  may	
  be	
  marked	
  with	
  affiliate	
  programs	
  to	
  
additional	
  funding	
  of	
  the	
  NSC;	
  the	
  same	
  option	
  applies	
  to	
  sponsored	
  ads.	
  Any	
  placed	
  Ads	
  on	
  
botfree.eu	
  needs	
  to	
  be	
  related	
  to	
  the	
  aims	
  of	
  the	
  ACDC-­‐project	
  with	
  a	
  clear	
  focus	
  on	
  security	
  related	
  
advertisement,	
  brands	
  and	
  products.	
  This	
  section	
  needs	
  to	
  be	
  separated	
  from	
  free-­‐tools	
  and	
  the	
  EU	
  
cleaners.	
  	
  	
  

4.8 Data	
  Protection,	
  Privacy	
  &	
  Terms	
  of	
  Use	
  
A	
  National	
  Support	
  Centre	
  must	
  to	
  comply	
  with	
  data	
  privacy	
  standards	
  based	
  on	
  National	
  and	
  EU	
  
directives.	
  A	
  data	
  privacy	
  statement	
  and	
  the	
  terms	
  of	
  use	
  must	
  be	
  displayed	
  on	
  the	
  website	
  of	
  each	
  
NSC.	
  The	
  website	
  of	
  a	
  National	
  Support	
  Centre	
  also	
  needs	
  to	
  display	
  an	
  imprint	
  as	
  well.	
  	
  
Recommended,	
  provided,	
  promoted	
  or	
  linked	
  tools	
  need	
  to	
  be	
  compliant	
  with	
  common	
  data	
  
standards.	
  A	
  contact	
  address	
  needs	
  to	
  be	
  provided.	
  	
  

4.9 Security	
  	
  
A	
  National	
  Support	
  Centre	
  needs	
  to	
  apply	
  the	
  highest	
  security	
  standards	
  to	
  its	
  services.	
  This	
  includes	
  
the	
  security	
  of	
  the	
  website	
  itself,	
  same	
  as	
  all	
  associated	
  services,	
  tools	
  or	
  plugins.	
  	
  
Unrestricted	
  access	
  to	
  personal	
  data	
  by	
  a	
  third	
  party	
  must	
  be	
  safeguarded	
  at	
  any	
  time.	
  A	
  penetration	
  
test	
  or	
  security	
  audit/certification	
  is	
  recommended,	
  but	
  not	
  mandatory.	
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5 Recommendations	
  for	
  the	
  operation	
  of	
  a	
  NSC	
  

5.1 Support	
  &	
  Service	
  of	
  a	
  National	
  Support	
  Centre	
  	
  
Each	
  national	
  support	
  centre	
  will	
  be	
  able	
  to	
  decide	
  based	
  on	
  its	
  funding	
  how	
  to	
  setup	
  their	
  service	
  
level	
  for	
  a	
  national	
  support	
  centre.	
  The	
  options	
  below	
  are	
  a	
  recommendation	
  how	
  to	
  extend	
  the	
  
service	
  beyond	
  the	
  availability	
  of	
  the	
  website.	
  
	
  
5.1.1 Email	
  Support	
  	
  
Support	
  by	
  email	
  should	
  be	
  handled	
  through	
  a	
  central	
  help	
  desk	
  system.	
  Privacy	
  needs	
  to	
  be	
  in	
  line	
  
with	
  national	
  regulations.	
  Responses	
  should	
  be	
  made	
  in	
  a	
  timely	
  manner,	
  staffing	
  adapted	
  to	
  the	
  
service	
  volume.	
  Staff	
  of	
  a	
  NSC	
  needs	
  to	
  have	
  the	
  appropriate	
  technical	
  skills	
  and	
  the	
  ability	
  to	
  explain	
  
issues	
  at	
  the	
  experience	
  level	
  of	
  the	
  basic	
  end-­‐users.	
  	
  
User	
  should	
  always	
  receive	
  a	
  confirmation	
  for	
  their	
  support	
  request,	
  providing	
  ticket	
  numbers	
  to	
  
customers	
  is	
  recommended.	
  The	
  usage	
  of	
  standard	
  templates	
  for	
  common	
  requests	
  is	
  helpful.	
  	
  
	
  
5.1.2 Telephone	
  Support	
  	
  
The	
  costs	
  of	
  a	
  phone	
  call	
  should	
  not	
  exceed	
  the	
  costs	
  of	
  a	
  local	
  call,	
  ideally	
  toll-­‐free	
  numbers	
  should	
  
be	
  made	
  available.	
  	
  
A	
  service	
  during	
  regular	
  business	
  hours/days	
  mainly	
  addresses	
  small-­‐and	
  medium	
  size	
  enterprise	
  
customers,	
  whereby	
  end-­‐users	
  tend	
  to	
  address	
  possible	
  Malware	
  removals	
  after	
  work	
  or	
  at	
  the	
  
weekends.	
  Each	
  NSC	
  should	
  properly	
  weigh	
  in	
  his	
  operational	
  telephone	
  support	
  time	
  based	
  on	
  his	
  
target	
  group	
  and	
  available	
  budget,	
  as	
  especially	
  support	
  services	
  outside	
  the	
  regular	
  business	
  or	
  
weekends	
  correlate	
  with	
  additional	
  costs.	
  	
  
	
  
5.1.3 Support-­‐Forum	
  /	
  WIKI	
  /	
  FAQ	
  	
  
The	
  operation	
  of	
  a	
  support	
  forum,	
  a	
  sophisticated	
  wiki-­‐system	
  or	
  other	
  knowledge	
  repository	
  and	
  a	
  
list	
  of	
  the	
  Frequently	
  Asked	
  Questions	
  will	
  help	
  keeping	
  the	
  efforts	
  and	
  costs	
  for	
  phone	
  and	
  email	
  
support	
  at	
  an	
  adequate	
  level.	
  	
  
A	
  support	
  forum	
  needs	
  to	
  be	
  living	
  forum,	
  so	
  it	
  is	
  recommended	
  to	
  work	
  with	
  volunteers	
  like	
  ICT	
  
students	
  or	
  other	
  Internet	
  security	
  enthusiasts	
  that	
  actively	
  contribute	
  to	
  the	
  forum	
  as	
  well.	
  	
  
	
  
5.1.4 Support	
  through	
  Social	
  Media	
  	
  
Support	
  through	
  social	
  media	
  should	
  be	
  taken	
  into	
  consideration,	
  too,	
  but	
  the	
  recommendation	
  is	
  to	
  
use	
  these	
  social	
  channels	
  for	
  the	
  first	
  contact.	
  Advanced	
  support	
  should	
  be	
  provided	
  by	
  regular	
  
channels	
  as	
  phone,	
  forum	
  or	
  email	
  only.	
  	
  

5.2 Tools	
  and	
  Services	
  
It	
  is	
  recommended	
  that	
  all	
  promoted	
  or	
  provided	
  tools	
  should	
  be	
  presented	
  along	
  with	
  a	
  detailed	
  
tutorial	
  and	
  screenshots	
  on	
  the	
  website.	
  	
  
The	
  portfolio	
  of	
  tools	
  should	
  include	
  specific	
  threat-­‐related	
  removal	
  tools,	
  tools	
  for	
  general	
  detection	
  
and	
  analysis,	
  same	
  as	
  additional	
  tools	
  for	
  maintenance,	
  such	
  as	
  backups.	
  
Based	
  on	
  the	
  current	
  threat	
  landscape,	
  the	
  NSC	
  should	
  set	
  their	
  focus	
  on	
  the	
  Microsoft	
  Windows2	
  for	
  
desktops	
  and	
  Android3	
  for	
  the	
  mobile	
  sector.	
  Support	
  to	
  other	
  operating	
  system	
  should	
  not	
  be	
  kept	
  
aside,	
  but	
  can	
  play	
  a	
  minor	
  role.	
  	
  
	
   	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2	
  http://en.wikipedia.org/wiki/Microsoft_Windows	
  
3	
  http://en.wikipedia.org/wiki/Android_%28operating_system%29	
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5.3 Dissemination	
  	
  
	
  
5.3.1 Collaboration	
  
A	
  National	
  Support	
  Centre	
  is	
  encouraged	
  to	
  collaborate	
  with	
  national	
  ISPs,	
  CERTs,	
  government,	
  
industry,	
  media	
  and	
  other	
  stakeholders	
  to	
  receive	
  high	
  visibility.	
  A	
  proactive	
  outreach	
  is	
  
recommended,	
  and	
  regular	
  joint	
  campaigns	
  and	
  initiatives	
  desired.	
  Dissemination	
  towards	
  the	
  
stakeholder	
  groups	
  like	
  presentation	
  at	
  conferences	
  should	
  give	
  additional	
  and	
  broad	
  visibility,	
  too.	
  	
  
	
  
5.3.2 Blogs	
  &	
  Social	
  Media	
  
It	
  is	
  recommended	
  to	
  provide	
  a	
  blog	
  with	
  recent	
  activities	
  of	
  the	
  National	
  Support	
  Centre,	
  updates	
  
on	
  IT-­‐Security	
  topics	
  like	
  urgent	
  threat	
  alerts,	
  tool	
  reviews	
  and	
  general	
  information	
  how	
  to	
  stay	
  safe	
  
on	
  the	
  internet.	
  This	
  service	
  should	
  be	
  included	
  into	
  the	
  support	
  centre	
  website	
  and	
  content	
  
regularly	
  maintained.	
  	
  
It	
  is	
  also	
  helpful	
  to	
  be	
  actively	
  present	
  on	
  common	
  social	
  media	
  platforms	
  like	
  Facebook,	
  Twitter	
  or	
  
YouTube.	
  Activities	
  can	
  be	
  either	
  linked	
  to	
  the	
  blog	
  directly	
  or	
  maintained	
  independently	
  with	
  
additional	
  content.	
  A	
  combination	
  of	
  blog	
  and	
  social	
  media	
  channels	
  ensure	
  a	
  high	
  visibility	
  towards	
  
end-­‐users.	
  	
  
	
  
5.3.3 Special	
  Landing	
  Pages	
  
In	
  case	
  of	
  a	
  campaign	
  related	
  to	
  a	
  specific	
  Malware,	
  Ransomware4	
  or	
  Trojans	
  with	
  a	
  high	
  visibility	
  in	
  
press	
  or	
  media,	
  it	
  might	
  be	
  useful	
  to	
  provide	
  a	
  dedicated	
  landing	
  page,	
  addressing	
  that	
  specific	
  topic.	
  	
  
One	
  example	
  is	
  http://www.police-­‐trojan.com	
  from	
  the	
  German	
  National	
  Support	
  Centre,	
  a	
  website	
  
dedicated	
  to	
  Ransomware	
  infections	
  (a.k.a.	
  Police-­‐Trojans).	
  This	
  service	
  comes	
  along	
  with	
  common	
  
screenshots	
  of	
  the	
  different	
  browser	
  notifications	
  and	
  the	
  appropriate	
  links	
  to	
  the	
  ABBZ	
  Forum.	
  

	
  
Figure	
  1:	
  Example	
  Special	
  Landing	
  Page	
  

5.4 Accessibility	
  	
  
With	
  the	
  increasing	
  number	
  of	
  mobile	
  and	
  tablet	
  users,	
  the	
  service	
  of	
  a	
  National	
  Support	
  Centre	
  
should	
  also	
  provide	
  service	
  to	
  mobile	
  users	
  and	
  not	
  to	
  desktop	
  PCs	
  only.	
  Therefore,	
  the	
  website	
  
should	
  be	
  customized	
  for	
  mobile	
  access.	
  	
  
The	
  website	
  of	
  a	
  NSC	
  should	
  also	
  be	
  optimized	
  for	
  the	
  most	
  popular	
  search	
  engines	
  to	
  achieve	
  a	
  high	
  
ranking	
  in	
  searches	
  related	
  to	
  IT	
  Security,	
  Botnets	
  and	
  other	
  relevant	
  issues	
  
	
   	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
4	
  http://en.wikipedia.org/wiki/Ransomware	
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6 National	
  Support	
  Centres	
  	
  
	
  
The	
  following	
  chapter	
  describes	
  the	
  different	
  national	
  support	
  centres	
  and	
  their	
  services.	
  	
  

6.1 Germany	
  
	
  
The	
  German	
  national	
  support	
  centre	
  ABBZ	
  (Anti	
  Botnet	
  Advisory	
  Centre)	
  is	
  an	
  initiative	
  by	
  eco	
  e.V.,	
  
its	
  member	
  from	
  the	
  Internet	
  Industry	
  and	
  supported	
  by	
  the	
  Federal	
  Office	
  for	
  Information	
  Security	
  
(BSI).	
  The	
  service	
  addresses	
  private	
  end-­‐users,	
  same	
  as	
  small-­‐and	
  medium	
  enterprises.	
  The	
  service	
  is	
  
completely	
  free	
  of	
  charge.	
  	
  
The	
  goal	
  of	
  this	
  initiative	
  is	
  to	
  reduce	
  the	
  number	
  of	
  botnet	
  infected	
  computer	
  clients	
  in	
  Germany.	
  It	
  
aims	
  to	
  inform	
  about	
  botnets,	
  to	
  clean	
  infected	
  computers	
  and	
  to	
  prevent	
  future	
  infections.	
  The	
  
participating	
  industry	
  partners	
  provide	
  their	
  own	
  Spamtraps	
  and	
  Honeypots	
  and	
  use	
  the	
  ABBZ	
  and	
  
now	
  ACDC	
  with	
  its	
  Centralized	
  Clearing	
  House	
  as	
  a	
  relay	
  to	
  share	
  information	
  about	
  infected	
  users.	
  
The	
  Anti	
  Botnet	
  Advisory	
  Centre	
  (Anti-­‐Botnet-­‐Beratungs-­‐Zentrum)	
  provides	
  a	
  website,	
  a	
  help	
  desk	
  
and	
  telephone	
  support.	
  Additional	
  customer	
  services	
  are	
  a	
  blog,	
  a	
  forum	
  and	
  social	
  media	
  activities.	
  	
  
	
  
6.1.1 Workflows	
  	
  
An	
  infected	
  computer	
  sends	
  out	
  Spam	
  received	
  by	
  a	
  spamtrap	
  or	
  tries	
  to	
  infect	
  a	
  honeypot	
  with	
  
Malware.	
  The	
  sensor	
  reports	
  the	
  infection	
  back	
  to	
  the	
  Internet	
  Service	
  Provider	
  (ISP).	
  The	
  ISP	
  
identifies	
  the	
  customer	
  based	
  on	
  his	
  IP	
  and	
  notifies	
  him	
  by	
  email	
  about	
  an	
  infection	
  of	
  his	
  Internet	
  
account.	
  
This	
  email	
  to	
  the	
  customer	
  contains	
  the	
  following	
  information:	
  	
  

• Customer	
  &	
  Contract	
  number	
  
• Name/Type	
  of	
  the	
  (Virus)-­‐Detection	
  	
  
• Timestamp	
  of	
  detected	
  infection	
  	
  
• Link	
  to	
  botfrei.de	
  	
  
• Telephone-­‐Number	
  of	
  the	
  help-­‐desk	
  at	
  botfrei.de	
  	
  
• A	
  unique	
  ticket	
  (voucher)	
  number	
  
• Additional	
  Security	
  information	
  and	
  advice	
  	
  

	
  
Figure	
  2:	
  Workflow	
  ABBZ	
  Germany	
  

The	
  customer	
  now	
  has	
  the	
  chance	
  to	
  remove	
  the	
  Malware	
  with	
  the	
  information	
  and	
  the	
  tools	
  
available	
  on	
  the	
  botfrei.de	
  website	
  or	
  through	
  the	
  help	
  of	
  botfrei.de	
  –	
  Forum.	
  	
  
Additionally,	
  the	
  customer	
  has	
  the	
  possibility	
  to	
  contact	
  the	
  ABBZ	
  help	
  desk	
  team	
  by	
  telephone,	
  
referring	
  to	
  his	
  voucher	
  number.	
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Therefore,	
  the	
  ISP	
  automatically	
  submits	
  a	
  second	
  email	
  to	
  the	
  ABBZ.	
  This	
  email	
  does	
  not	
  contain	
  any	
  
personal	
  information	
  of	
  the	
  customer;	
  only	
  the	
  ticket	
  (voucher)	
  number	
  and	
  the	
  type	
  of	
  infection	
  are	
  
included	
  in	
  this	
  second	
  email.	
  	
  
Besides	
  the	
  workflow	
  under	
  involvement	
  of	
  the	
  ISPs,	
  the	
  service	
  of	
  the	
  ABBZ	
  also	
  supports	
  regular	
  
contact	
  and	
  support	
  requests	
  by	
  email.	
  This	
  email-­‐address	
  is	
  available	
  on	
  the	
  website.	
  	
  
	
  
6.1.2 Staff	
  	
  
The	
  ABBZ	
  help	
  desk	
  team	
  is	
  a	
  professional	
  team	
  of	
  IT-­‐experts.	
  All	
  staff	
  member	
  have	
  an	
  experience	
  in	
  
providing	
  1st	
  and	
  2nd	
  level	
  support	
  along	
  with	
  dedicated	
  knowledge	
  in	
  IT-­‐Security.	
  	
  
Besides	
  the	
  full-­‐time	
  employees,	
  several	
  volunteers	
  provide	
  additional	
  support	
  through	
  the	
  forum.	
  
The	
  regular	
  employees	
  and	
  the	
  volunteers	
  regularly	
  exchange	
  their	
  knowledge	
  through	
  regular	
  
meetings,	
  conference	
  calls	
  or	
  instant	
  messaging	
  services.	
  	
  
An	
  internal	
  and	
  external	
  knowledge	
  database	
  is	
  maintained,	
  same	
  as	
  several	
  guidelines	
  and	
  process	
  
documents.	
  All	
  are	
  living	
  documents	
  and	
  available	
  on	
  a	
  central	
  repository.	
  The	
  official	
  language	
  for	
  
communication	
  and	
  documentation	
  is	
  German.	
  	
  
	
  
6.1.3 Service	
  Level	
  	
  
The	
  ABBZ	
  has	
  moved	
  their	
  services	
  to	
  a	
  2nd	
  level	
  support	
  only.	
  This	
  includes	
  support	
  by	
  phone,	
  email	
  
and	
  through	
  a	
  web	
  forum.	
  Operating	
  hours	
  of	
  the	
  ABBZ	
  are	
  regular	
  business	
  days,	
  phone	
  support	
  is	
  
provided	
  during	
  a	
  period	
  of	
  09:00-­‐18:00.	
  Volunteers	
  are	
  even	
  available	
  on	
  the	
  forum	
  outside	
  the	
  
regular	
  business	
  hours,	
  partly	
  even	
  at	
  the	
  weekend	
  or	
  at	
  night.	
  

6.1.3.1 Website	
  	
  
	
  

	
  
Figure	
  3:	
  Screenshot	
  botfrei.de	
  

The	
  barrier-­‐free	
  botfrei.de	
  website	
  is	
  available	
  in	
  German	
  and	
  English	
  language.	
  An	
  existing	
  
partnership	
  with	
  a	
  Japanese	
  anti-­‐botnet	
  initiative	
  has	
  been	
  renewed	
  during	
  the	
  project.	
  A	
  link	
  to	
  the	
  
ACTIVE	
  Project,	
  operated	
  by	
  Japan’s	
  Ministry	
  of	
  Internal	
  Affairs	
  and	
  Communications,	
  refers	
  Japanese	
  
users	
  to	
  their	
  national	
  anti-­‐botnet	
  support	
  initiative.	
  (http://www.active.go.jp)	
  	
  
A	
  re-­‐launch	
  of	
  the	
  website	
  with	
  a	
  new	
  design	
  and	
  additional	
  features	
  was	
  published	
  in	
  April	
  2014.	
  
The	
  website	
  is	
  based	
  on	
  three	
  columns	
  Inform,	
  Clean,	
  Protect.	
  The	
  forum	
  and	
  blog	
  are	
  featured	
  on	
  
subpages,	
  an	
  extended	
  software	
  catalogue	
  and	
  FAQ	
  list	
  are	
  available,	
  too.	
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6.1.3.2 Email-­‐Support	
  	
  
All	
  ABBZ	
  email-­‐support	
  is	
  processed	
  through	
  a	
  ticketing	
  system.	
  As	
  described	
  in	
  the	
  process	
  above,	
  
tickets	
  are	
  considered	
  as	
  automatic	
  notifications	
  made	
  by	
  the	
  Internet	
  Service	
  Providers	
  and	
  manual	
  
email-­‐requests	
  submitted	
  through	
  the	
  available	
  contact	
  address	
  on	
  the	
  website.	
  Tickets	
  opened	
  by	
  
the	
  ISPs	
  without	
  any	
  customer	
  follow-­‐up	
  are	
  automatically	
  closed	
  after	
  ten	
  weeks.	
  The	
  ticket-­‐queues	
  
are	
  split	
  into	
  various	
  subtopics	
  like	
  technical	
  issues,	
  specific	
  infections,	
  or	
  languages.	
  These	
  are	
  
applied	
  by	
  sophisticated	
  filter-­‐rules.	
  

	
  
Figure	
  4:	
  German	
  Ticketing	
  System	
  

6.1.3.3 Telephone	
  Support	
  	
  
The	
  ABBZ	
  help	
  desk	
  is	
  an	
  inbound	
  help	
  desk	
  only.	
  The	
  telephone	
  number	
  is	
  not	
  available	
  publically,	
  
only	
  customer	
  that	
  received	
  an	
  official	
  email	
  notification	
  from	
  their	
  ISP	
  can	
  contact	
  the	
  help	
  desk	
  by	
  
phone.	
  Telephone	
  support	
  by	
  the	
  ABBZ	
  help	
  desk	
  team	
  is	
  provided	
  on	
  business	
  days	
  from	
  Mondays	
  
through	
  Fridays	
  from	
  09:00	
  to	
  18:00.	
  Service	
  calls	
  are	
  billed	
  as	
  a	
  local	
  call	
  without	
  any	
  additional	
  
charges.	
  	
  

6.1.3.4 Forum	
  	
  
The	
  support	
  team	
  of	
  the	
  ABBZ	
  manages	
  the	
  Botfrei-­‐Forum.	
  Several	
  volunteers	
  support	
  the	
  regular	
  
ABBZ	
  team	
  in	
  the	
  moderation	
  and	
  maintenance	
  of	
  the	
  forum.	
  The	
  forum	
  has	
  mainly	
  German	
  threads,	
  
but	
  a	
  special	
  section	
  covers	
  topics	
  in	
  English.	
  The	
  support	
  team	
  and	
  the	
  volunteers	
  continuously	
  
foster	
  the	
  growth	
  of	
  the	
  FAQ-­‐section	
  and	
  the	
  knowledge	
  database.	
  	
  
With	
  almost	
  12.000	
  threads,	
  over	
  120.000	
  posts	
  and	
  nearly	
  23.000	
  registered	
  users	
  since	
  its	
  launch	
  in	
  
2010,	
  the	
  botfrei.de	
  -­‐	
  forum	
  is	
  recognized	
  as	
  one	
  of	
  the	
  primary	
  resources	
  on	
  the	
  German	
  Internet	
  in	
  
regards	
  of	
  malware	
  support.	
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Figure	
  5:	
  Botfrei	
  Forum	
  

6.1.3.5 Blog	
  &	
  Social	
  Media	
  	
  
The	
  ABBZ	
  is	
  running	
  its	
  own	
  blog	
  at	
  blog.botfrei.de.	
  Usually,	
  one	
  blog	
  article	
  per	
  day	
  is	
  published.	
  The	
  
topics	
  range	
  from	
  software	
  reviews,	
  threat	
  and	
  scam	
  alerts	
  and	
  new	
  available	
  software	
  updates	
  up	
  to	
  
general	
  IT-­‐Security	
  news.	
  Blog	
  post	
  are	
  mostly	
  German,	
  relevant	
  articles	
  are	
  translated	
  into	
  English.	
  	
  
Botfrei.de	
  social	
  media	
  presence	
  is	
  focussed	
  on	
  Facebook	
  and	
  has	
  almost	
  10.000	
  Followers.	
  
Additionally,	
  the	
  service	
  is	
  also	
  available	
  on	
  Twitter	
  and	
  Google	
  Plus.	
  	
  
The	
  ABBZ	
  team	
  makes	
  a	
  post	
  on	
  daily	
  basis.	
  All	
  social	
  media	
  activity	
  is	
  made	
  in	
  German	
  only.	
  	
  

• Blog:	
  http://blog.botfrei.de	
  	
  
• Facebook:	
  https://www.facebook.com/botfrei	
  	
  
• Twitter:	
  https://twitter.com/botfrei	
  	
  
• Google	
  Plus:	
  https://plus.google.com/108464595091505390471	
  	
  

	
  
6.1.4 Infrastructure	
  	
  
The	
  infrastructure	
  of	
  the	
  ABBZ	
  includes	
  multiple	
  layers;	
  most	
  of	
  the	
  used	
  services	
  and	
  tools	
  are	
  
freeware.	
  	
  

6.1.4.1 Ticketing	
  System	
  	
  
The	
  ticketing	
  system	
  of	
  the	
  ABBZ	
  is	
  an	
  OTRS5	
  application.	
  	
  

6.1.4.2 Phone	
  System	
  
The	
  telephone	
  system	
  is	
  VoIP-­‐based.	
  Support	
  agents	
  can	
  process	
  multiple	
  calls	
  simultaneously.	
  The	
  
phone	
  number	
  is	
  local	
  phone	
  number	
  without	
  any	
  additional	
  costs	
  for	
  the	
  calling	
  users.	
  

6.1.4.3 Forum-­‐System	
  
The	
  ABBZ-­‐forum	
  is	
  based	
  on	
  a	
  VBulletin6	
  installation	
  with	
  a	
  customized	
  template.	
  

6.1.4.4 Test	
  Lab	
  	
  
The	
  ABBZ	
  operates	
  an	
  internal	
  test-­‐lab	
  to	
  enhance	
  their	
  2nd-­‐level	
  support	
  service	
  capabilities.	
  This	
  
test-­‐lab	
  system	
  is	
  operating	
  in	
  its	
  own	
  network	
  with	
  an	
  independent	
  Internet	
  connection.	
  The	
  lab	
  
consists	
  out	
  of	
  six	
  differently	
  configured	
  Windows-­‐PC	
  systems.	
  These	
  systems	
  are	
  e.g.	
  intended	
  to	
  
replicate	
  certain	
  infections	
  at	
  the	
  customer	
  side	
  and	
  to	
  verify	
  the	
  effectiveness	
  of	
  recommended	
  
tools	
  like	
  the	
  EU-­‐Cleaners.	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
5	
  http://www.otrs.com	
  
6	
  http://www.vbulletin.com	
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6.1.5 Customer	
  Tools	
  	
  
The	
  ABBZ	
  recommends	
  a	
  set	
  of	
  tools	
  and	
  services	
  on	
  their	
  website.	
  These	
  tools	
  are	
  related	
  to	
  IT-­‐
Security,	
  but	
  also	
  include	
  common	
  tools	
  for	
  IT-­‐Maintenance	
  like	
  back	
  up	
  or	
  analysis	
  tools.	
  	
  

6.1.5.1 EU-­‐Cleaners	
  	
  
Three	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  to	
  the	
  German	
  ABBZ	
  and	
  to	
  the	
  other	
  National	
  Support	
  
Centers.	
  These	
  cleaners	
  are	
  no	
  full	
  Anti-­‐Virus	
  Products;	
  these	
  cleaners	
  are	
  just	
  dedicated	
  to	
  remove	
  
Malware	
  from	
  customer	
  PCs.	
  All	
  tools	
  are	
  free	
  of	
  charge.	
  	
  
The	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  with	
  friendly	
  support	
  from	
  the	
  partners	
  Avira7,	
  SurfRight8	
  
and	
  GData.	
  Advanced	
  tutorials	
  for	
  all	
  tools	
  are	
  available	
  on	
  the	
  website.	
  

6.1.5.2 Online-­‐Scanner	
  
Together	
  with	
  the	
  ABBZ	
  partner	
  cyscon	
  GmbH9,	
  the	
  ABBZ	
  is	
  providing	
  a	
  browser-­‐and	
  plugin-­‐in	
  check.	
  
This	
  service	
  allows	
  users	
  to	
  verify	
  if	
  the	
  current	
  version	
  of	
  their	
  browser	
  and	
  the	
  installed	
  browser-­‐
plugins	
  are	
  up-­‐to-­‐date.	
  
	
  

	
  
Figure	
  6:	
  Browser	
  and	
  Plugin-­‐Check	
  

	
  

6.1.5.3 Link	
  directory	
  	
  
The	
  link	
  /	
  tool	
  list	
  of	
  botfrei.de	
  is	
  split	
  into	
  a	
  consumer	
  (https://www.botfrei.de/en/privat.html)	
  and	
  
business	
  section	
  (https://www.botfrei.de/en/unternehmen.html).	
  The	
  business	
  section	
  lists	
  only	
  
commercial	
  anti-­‐virus	
  products;	
  the	
  extended	
  consumer	
  directory	
  distinguishes	
  between	
  seven	
  sub-­‐
categories.	
  These	
  are:	
  

• Security	
  Solutions	
  from	
  ISPs	
  
• Freeware	
  Virus	
  Scanners	
  
• Payware	
  Virus	
  Scanner	
  
• Security	
  products	
  for	
  Mac	
  Users	
  
• Browser	
  Plugins	
  
• Further	
  useful	
  tools	
  
• Protection	
  for	
  Mobile	
  Devices	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
7	
  http://www.avira.com	
  
8	
  http://www.surfright.nl	
  	
  
9	
  http://www.cyscon.de	
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6.1.6 Statistics	
  /	
  Metrics	
  	
  
Since	
  its	
  launch	
  in	
  November	
  2010,	
  the	
  German	
  ABBZ	
  has	
  processed	
  over	
  250.000	
  Customer	
  tickets	
  
and	
  almost	
  10.000	
  support	
  calls.	
  The	
  Forum	
  has	
  nearly	
  12.000	
  threads	
  with	
  125.000	
  posts.	
  These	
  
have	
  been	
  made	
  by	
  almost	
  30.000	
  registered	
  users.	
  The	
  Botfrei.de	
  website	
  including	
  the	
  Forum,	
  the	
  
blog	
  and	
  the	
  special	
  landing	
  pages	
  bka-­‐trojaner.de	
  and	
  dnschanger.eu,	
  gets	
  over	
  3.900.000	
  pages	
  
visits	
  each	
  year.	
  The	
  different	
  EU-­‐cleaners	
  have	
  been	
  downloaded	
  over	
  2.500.000	
  times	
  since	
  the	
  
launch	
  of	
  the	
  service.	
  
	
  
6.1.7 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
The	
  ABBZ	
  strictly	
  upholds	
  the	
  rules	
  of	
  the	
  national	
  data	
  protection	
  laws.	
  The	
  terms	
  of	
  use	
  and	
  the	
  
data	
  privacy	
  statements	
  are	
  displayed	
  on	
  the	
  website	
  at	
  www.botfrei.de/en/datenschutz.html	
  (data	
  
privacy)	
  and	
  at	
  www.botfrei.de/en/nutzungsbedingungen.html	
  (terms	
  of	
  use).	
  	
  
All	
  internal	
  processes	
  have	
  been	
  evaluated	
  and	
  analysed	
  to	
  ensure	
  the	
  high	
  data	
  privacy	
  and	
  security	
  
standards.	
  The	
  compliance	
  to	
  these	
  standards	
  is	
  regularly	
  tested.	
  	
  
The	
  ABBZ	
  does	
  not	
  store,	
  trace	
  or	
  receive	
  any	
  personal	
  data	
  from	
  an	
  infected	
  user	
  or	
  from	
  his	
  
computer	
  and	
  only	
  attacks	
  from	
  infected	
  PCs	
  are	
  evaluated.	
  An	
  evaluation	
  of	
  the	
  Internet	
  traffic	
  
through	
  deep	
  packet	
  inspection	
  or	
  similar	
  methods	
  is	
  strictly	
  permitted,	
  user	
  behaviour	
  is	
  not	
  
recorded	
  or	
  evaluated.	
  	
  
Access	
  to	
  the	
  entire	
  ABBZ	
  infrastructure	
  is	
  limited	
  to	
  a	
  restricted	
  group	
  of	
  users,	
  based	
  on	
  the	
  
internal	
  security	
  policies	
  and	
  standards.	
  	
  
	
  
6.1.8 Contributions	
  /	
  interaction	
  with	
  ACDC	
  	
  
ISP	
  that	
  have	
  been	
  working	
  with	
  eco	
  e.V.	
  on	
  the	
  national	
  German	
  Support	
  Centre	
  in	
  the	
  past	
  are	
  now	
  
receiving	
  additional	
  abuse	
  information	
  directly	
  from	
  the	
  ACDC	
  Centralised	
  Clearing	
  House.	
  ECO	
  has	
  
been	
  also	
  active	
  in	
  press	
  and	
  social	
  media	
  promoting	
  the	
  ACDC	
  project.	
  	
  
	
  
6.1.9 Dissemination	
  
The	
  German	
  NSC	
  Botfrei.de	
  has	
  a	
  big	
  visibility	
  in	
  Germany.	
  Besides	
  the	
  collaboration	
  with	
  the	
  ISPs,	
  
there	
  has	
  been	
  an	
  ongoing	
  reference	
  and	
  coverage	
  on	
  major	
  websites	
  like	
  the	
  SPIEGEL	
  Online,	
  
STERN.de	
  or	
  FOCUS	
  Online.	
  The	
  website	
  is	
  also	
  linked	
  by	
  the	
  BSI	
  (a	
  national	
  CERT),	
  several	
  Law	
  
Enforcement	
  agencies	
  and	
  several	
  security	
  websites.	
  
	
  
6.1.10 Sustainability	
  	
  
The	
  German	
  NSC	
  Botfrei.de	
  is	
  operated	
  by	
  ECO	
  since	
  2010.	
  There	
  is	
  no	
  intent	
  to	
  stop	
  providing	
  this	
  
service.	
  ECO	
  is	
  even	
  in	
  negotiations	
  to	
  extend	
  the	
  service	
  level	
  during	
  the	
  next	
  year.	
  ECO	
  is	
  also	
  willed	
  
to	
  continue	
  with	
  Botfrei.de	
  within	
  the	
  European	
  Anti-­‐Botnet	
  Support	
  Centre	
  Alliance	
  (EABSCA)	
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6.2 Croatia	
  
Croatian	
  Academic	
  and	
  Research	
  Network	
  –	
  CARNet	
  is	
  a	
  government	
  agency	
  founded	
  in	
  1995	
  and	
  
operating	
  as	
  an	
  independent	
  part	
  of	
  the	
  Croatian	
  Ministry	
  of	
  Science,	
  Education	
  and	
  Sports.	
  
Following	
  a	
  mission	
  to	
  develop	
  advanced	
  ICT	
  infrastructure	
  for	
  the	
  educational	
  and	
  scientific	
  
community	
  including	
  a	
  fast	
  and	
  secure	
  network	
  infrastructure,	
  diverse	
  content	
  and	
  services,	
  
CARNet’s	
  activities	
  are	
  divided	
  into	
  four	
  primary	
  areas:	
  providing	
  ICT	
  infrastructure	
  and	
  connectivity	
  
to	
  the	
  Croatian	
  academic,	
  scientific	
  and	
  other	
  educational	
  institutions,	
  fostering	
  the	
  development	
  of	
  
information	
  society,	
  supporting	
  the	
  development	
  of	
  a	
  modern	
  education	
  system	
  and	
  running	
  
national	
  services	
  –	
  National	
  CERT	
  and	
  .hr	
  Domain	
  Registry.	
  

Croatian	
  National	
  CERT	
  was	
  established	
  in	
  accordance	
  with	
  the	
  Information	
  security	
  law	
  and	
  its	
  main	
  
task	
  is	
  processing	
  of	
  incidents	
  on	
  the	
  Internet,	
  i.e.,	
  preservation	
  of	
  the	
  information	
  security	
  in	
  
Croatia.	
  Its	
  constituency	
  are	
  all	
  Internet	
  users	
  in	
  Croatia.	
  National	
  CERT	
  is	
  hosted	
  by	
  CARNet	
  and	
  
organized	
  as	
  a	
  department.	
  All	
  services	
  provided	
  by	
  the	
  National	
  CERT	
  are	
  free	
  of	
  charge	
  as	
  this	
  is	
  a	
  
government-­‐funded	
  organisation.	
  National	
  CERT	
  cooperates	
  with	
  different	
  commercial	
  entities:	
  
hosting	
  providers,	
  ISPs,	
  banks,	
  etc.	
  Activities	
  of	
  National	
  CERT	
  include	
  receiving	
  and	
  disseminating	
  
information	
  on	
  incidents	
  from	
  and	
  to	
  its	
  constituency,	
  being	
  Croatian	
  national	
  point	
  of	
  contact	
  for	
  
incident	
  reporting.	
  
	
  
The	
  fact	
  is	
  that	
  National	
  CERT	
  disseminated	
  information	
  about	
  bots	
  to	
  ISPs	
  also	
  before	
  ACDC	
  project	
  
start.	
  These	
  information	
  was	
  collected	
  mostly	
  by	
  passive	
  Internet	
  monitoring	
  (receiving	
  bot	
  
information	
  from	
  various	
  feeds	
  like	
  shadowserver,	
  clean-­‐mx.de	
  etc.).	
  In	
  this	
  way	
  National	
  CERT	
  
intents	
  to	
  integrate	
  ACDC	
  results	
  received	
  from	
  ACDC	
  CCH	
  into	
  daily	
  CERT	
  operation.	
  
	
  
6.2.1 Workflows	
  
The	
  following	
  picture	
  shows	
  daily	
  National	
  CERT	
  operations	
  where	
  incident	
  indicators	
  or	
  observables	
  
are	
  received	
  from	
  various	
  sources	
  and	
  additionally	
  from	
  ACDC	
  project	
  (1).	
  If	
  the	
  information	
  is	
  
related	
  to	
  dynamically	
  received	
  IP	
  addresses	
  assigned	
  to	
  bots	
  it	
  is	
  disseminated	
  to	
  corresponding	
  ISP	
  
automatically	
  (2)	
  and	
  if	
  the	
  information	
  is	
  related	
  to	
  static	
  IP	
  address	
  like	
  information	
  about	
  
malicious	
  web	
  server,	
  this	
  information	
  is	
  analysed	
  by	
  CERT	
  engineers	
  (3)	
  and	
  entered	
  into	
  CERT	
  
ticketing	
  system	
  (RTIR)	
  (4).	
  In	
  this	
  way	
  the	
  information	
  received	
  from	
  ACDC	
  project	
  is	
  processed	
  by	
  
software	
  just	
  in	
  the	
  same	
  way	
  as	
  the	
  other	
  information	
  received	
  by	
  CERT	
  thus	
  integrating	
  results	
  
received	
  from	
  ACDC	
  project	
  in	
  daily	
  operations	
  of	
  National	
  CERT.	
  
	
  
	
  

	
  
Figure	
  7:	
  Processes	
  Croatian	
  NSC	
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From	
  technical	
  point	
  of	
  view,	
  data	
  received	
  from	
  CCH	
  is	
  related	
  mostly	
  to	
  bots	
  and	
  their	
  activities	
  
and	
  to	
  malicious	
  or	
  phishing	
  URLs.	
  The	
  information	
  is	
  read	
  using	
  XMPP	
  protocol	
  and	
  stored	
  to	
  
incident	
  database.	
  The	
  content	
  of	
  incident	
  database	
  is	
  processed	
  by	
  software	
  in	
  the	
  way	
  that	
  the	
  bot	
  
information	
  is	
  sent	
  to	
  ISP	
  and	
  information	
  about	
  web	
  servers	
  is	
  sent	
  to	
  National	
  CERT	
  by	
  e-­‐mail	
  to	
  be	
  
manually	
  processed	
  by	
  National	
  CERT	
  what	
  is	
  also	
  in	
  accordance	
  with	
  the	
  above	
  picture.	
  
	
  
Some	
  larger	
  Croatian	
  ISPs	
  usually	
  forward	
  received	
  bot	
  information	
  to	
  the	
  infected	
  end	
  users	
  
together	
  with	
  the	
  guidance	
  and	
  link	
  to	
  NSC	
  portal	
  as	
  it	
  is	
  shown	
  in	
  the	
  picture	
  below.	
  The	
  user	
  can	
  
access	
  antibot.hr	
  portal	
  to	
  fetch	
  some	
  tools	
  or	
  contact	
  ACDC	
  NSC	
  in	
  case	
  of	
  further	
  clarification	
  or	
  
support	
  by	
  mail.	
  

	
  
Figure	
  8:	
  Workflow	
  Croatian	
  NSC	
  

	
  
6.2.2 Staff	
  
National	
  CERT	
  performs	
  all	
  activities	
  regarding	
  Croatian	
  National	
  Support	
  Centre	
  (NSC),	
  since	
  reports	
  
received	
  from	
  ACDC	
  project	
  perfectly	
  fit	
  to	
  already	
  established	
  procedures	
  of	
  National	
  CERT	
  as	
  well	
  
as	
  to	
  its	
  responsibilities	
  given	
  by	
  Information	
  Security	
  Act.	
  National	
  CERT	
  has	
  9	
  employees,	
  which	
  
could	
  be	
  allocated	
  as	
  needed	
  to	
  activities	
  of	
  National	
  Support	
  Centre.	
  
	
  
6.2.3 Service	
  Level	
  
National	
  support	
  centre	
  is	
  giving	
  support	
  to	
  Internet	
  users	
  mostly	
  by	
  email.	
  The	
  operating	
  hours	
  of	
  
the	
  NSC	
  are	
  regular	
  business	
  days	
  with	
  mail	
  support	
  provided	
  during	
  a	
  period	
  of	
  08:00-­‐17:00.	
  	
  

6.2.3.1 Website	
  	
  
The	
  following	
  picture	
  shows	
  index	
  page	
  of	
  NSC	
  portal	
  which	
  gives	
  general	
  information	
  about	
  botnets	
  
and	
  also	
  points	
  to	
  two	
  published	
  white	
  papers,	
  one	
  explaining	
  what	
  botnets	
  are	
  and	
  second	
  as	
  a	
  
simple	
  portal	
  guide	
  for	
  ordinary	
  internet	
  users	
  (1).	
  The	
  website	
  is	
  implemented	
  in	
  Croatian	
  language	
  
containing	
  very	
  similar	
  content	
  and	
  services	
  as	
  German	
  www.botfrei.de	
  portal.	
  Compared	
  with	
  
German	
  portal,	
  there	
  are	
  two	
  additionally	
  published	
  XLS	
  files	
  containing	
  information	
  about	
  malicious	
  
spam	
  carrying	
  malicious	
  URL	
  or	
  attachment	
  (2)	
  as	
  well	
  as	
  information	
  about	
  current	
  spam	
  campaigns.	
  
The	
  lists	
  are	
  updated	
  automatically	
  every	
  day	
  with	
  the	
  new	
  information	
  received	
  from	
  spamtrap	
  
sensors.	
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Figure	
  9:	
  Screenshot	
  antibot.hr	
  

	
  
Published	
  lists	
  of	
  malicious	
  spam	
  contain	
  timestamp,	
  subject,	
  malicious	
  attachment	
  filename	
  and/or	
  
malicious	
  URL	
  contained	
  in	
  mail	
  body.	
  In	
  this	
  way,	
  the	
  users	
  of	
  Internet	
  could	
  find	
  malicious	
  spam	
  
sent	
  to	
  Croatian	
  Internet	
  space	
  and	
  protect	
  themselves	
  from	
  not	
  targeted	
  phishing	
  campaigns	
  where	
  
malware	
  is	
  used.	
  
Published	
  lists	
  of	
  malicious	
  spam	
  and	
  spam	
  campaigns	
  are	
  shown	
  on	
  the	
  following	
  picture	
  
	
  

	
  
Figure	
  10:	
  Report	
  Malicious	
  Spam	
  Campaigns	
  Croatia	
  

	
  

	
  
Figure	
  11:	
  Screenshot	
  Spam	
  Campaigns	
  Croatian	
  NSC	
  

6.2.3.2 Blog	
  &	
  Social	
  Media	
  	
  
Croatian	
  NSC	
   is	
   running	
   its	
  own	
  blog	
  at	
  http://www.antibot.hr/blog/	
   informing	
  users	
  mostly	
  about	
  
threats	
  and	
  alerts,	
  tools	
  and	
  other	
  IT-­‐Security	
  news.	
  Blog	
  posts	
  are	
  in	
  Croatian	
  language	
  and	
  the	
  list	
  
of	
  blogs	
  posts	
   is	
  displayed	
  also	
  on	
  antibot.hr	
   index	
  page.	
  The	
  content	
   is	
  updated	
  by	
  National	
  CERT	
  
staff.	
  Social	
  media	
  URLs	
  are	
  published	
  at	
  antibot.hr	
  portal	
  point	
  to	
  common	
  project	
  URLs:	
  
	
  

• https://twitter.com/AntiBotHR	
  
• https://www.facebook.com/botfree.eu	
  
• https://plus.google.com/u/0/118250901031237479359/posts	
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6.2.4 Infrastructure	
  
The	
   National	
   Support	
   Centre	
   operates	
   on	
   fully	
   redundant	
   information	
   systems.	
   The	
   systems	
   are	
  
replicated	
   in	
  real	
  time	
  so	
   it	
   is	
  possible	
  to	
  switch	
  manually	
  to	
  redundant	
  site	
   in	
  a	
  couple	
  of	
  minutes	
  
just	
  by	
  changing	
  addresses	
  in	
  DNS	
  records.	
  National	
  CERT	
  is	
  also	
  administering	
  the	
  antibot.hr	
  domain	
  
and	
  this	
  change	
  is	
  under	
  its	
  control.	
  Replicated	
  are	
  web	
  portals	
  and	
  also	
  previously	
  established	
  RTIR	
  
ticketing	
  systems.	
  All	
  systems	
  are	
  based	
  on	
  Linux	
  operating	
  system	
  and	
  other	
  open	
  source	
  solutions.	
  

6.2.4.1 Ticketing	
  System	
  	
  
National	
  Support	
  Centre	
  is	
  using	
  the	
  same	
  ticketing	
  system	
  as	
  National	
  CERT	
  –	
  open	
  source	
  RTIR	
  as	
  
National	
  CERT	
  does	
  not	
  make	
  a	
  difference	
  between	
   incident	
   information	
   received	
   from	
  ACDC	
  CCH	
  
and	
  other	
  sources,	
  so	
  in	
  this	
  way,	
  the	
  incident	
  handling	
  procedure	
  is	
  the	
  same.	
  	
  
The	
   entry	
   in	
   RTIR	
   ticketing	
   software	
   showing	
   the	
   information	
   received	
   from	
   ACDC	
   CCH	
   about	
  
compromised	
  server	
  in	
  Croatian	
  address	
  space	
  is	
  presented	
  in	
  the	
  picture	
  below.	
  
	
  

	
  
Figure	
  12:	
  Ticketing	
  System	
  Antibot.hr	
  

6.2.4.2 Test	
  Lab	
  	
  
National	
  CERT	
  also	
  operates	
  an	
  internal	
  test-­‐lab	
  that	
  can	
  be	
  used	
  for	
  testing	
  the	
  effectiveness	
  of	
  
particular	
  tools	
  published	
  on	
  the	
  antibot.hr	
  portal.	
  	
  
	
  
6.2.5 Customer	
  Tools	
  
Antibot.hr	
  portal	
  recommends	
  a	
  set	
  of	
  tools	
  and	
  services	
  on	
  its	
  pages.	
  These	
  tools	
  are	
  related	
  to	
  IT-­‐
Security,	
   but	
   also	
   include	
   common	
   tools	
   for	
   IT-­‐Maintenance	
   like	
   back	
   up	
   or	
   analysis	
   tools.	
  
Recommended	
   are	
   also	
   two	
   online	
   scanners	
   one	
   for	
   detection	
   of	
   open	
   ports	
   and	
   another	
   for	
  
detection	
  of	
  vulnerable,	
  not	
  updated	
  browser	
  plugins	
  used	
  by	
  end	
  user.	
  	
  

6.2.5.1 End	
  user	
  tools	
  
Two	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  to	
  the	
  antibot.hr	
  portal.	
  These	
  cleaners	
  are	
  no	
  full	
  Anti-­‐
Virus	
  Products;	
  these	
  cleaners	
  are	
  just	
  dedicated	
  to	
  remove	
  Malware	
  from	
  customer	
  PCs.	
  Both	
  tools	
  
are	
  free	
  of	
  charge.	
  The	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  with	
  friendly	
  support	
  from	
  the	
  
partners	
  Avira10,SurfRight11	
  and	
  G	
  Data12.	
  
	
  
	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
10	
  http://www.avira.com	
  
11http://www.surfright.nl	
  
12	
  http://www.gdata.de	
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6.2.5.2 Online-­‐Scanner	
  
Together	
  with	
  the	
  associated	
  project	
  partner	
  cyscon	
  GmbH13,	
  the	
  antibot.hr	
  is	
  providing	
  a	
  browser-­‐
and	
  plugin-­‐in	
  check	
  at	
  https://www.check-­‐and-­‐secure.com/browsercheck/_hr/	
  .	
  This	
  service	
  allows	
  
users	
  to	
  verify	
  if	
  the	
  current	
  version	
  of	
  their	
  browser	
  and	
  the	
  installed	
  browser-­‐plugins	
  is	
  up-­‐to-­‐date.	
  
The	
  scanner	
  server	
  was	
  also	
  customized	
  due	
  to	
  translation	
  of	
  all	
  pages	
  into	
  Croatian	
  languages	
  it	
  is	
  
shown	
  in	
  the	
  picture	
  below.	
  

	
  
Figure	
  13:	
  Online	
  Plugin-­‐Check	
  

6.2.5.3 Link	
  directory	
  	
  
The	
  link	
  /	
  tool	
  list	
  of	
  botfrei.de	
  is	
  split	
  into	
  a	
  consumer	
  (http://antibot.hr/popisalata)	
  and	
  business	
  
section	
  (http://antibot.hr/pravneosobe).	
  Also,	
  the	
  extended	
  consumer	
  directory	
  distinguishes	
  
between	
  seven	
  sub-­‐categories.	
  These	
  are:	
  

• Security	
  Solutions	
  from	
  ISPs	
  
• Freeware	
  Virus	
  Scanners	
  
• Payware	
  Virus	
  Scanner	
  
• Security	
  products	
  for	
  Mac	
  Users	
  
• Browser	
  Plugins	
  
• Further	
  useful	
  tools	
  
• Protection	
  for	
  Mobile	
  Devices	
  

	
   	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
13	
  http://www.cyscon.de	
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6.2.6 Statistics	
  /	
  Metrics	
  
Antibot.hr	
  portal	
  started	
  its	
  work	
  in	
  April	
  2014	
  with	
  a	
  solid	
  number	
  of	
  visits	
  shown	
  in	
  the	
  picture	
  
below.	
  

	
  
Figure	
  14:	
  Visitor	
  Statistics	
  Croatia	
  

	
  
6.2.7 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
The	
  Croatian	
  National	
  Support	
  Centre	
  does	
  not	
  store,	
  trace	
  or	
  receive	
  any	
  personal	
  data	
  from	
  an	
  
infected	
  user	
  on	
  the	
  systems	
  publicly	
  accessible	
  from	
  Internet.	
  Any	
  information,	
  correspondence	
  or	
  
information	
  of	
  victims	
  and	
  their	
  information	
  systems	
  is	
  kept	
  on	
  internal	
  systems	
  reachable	
  only	
  from	
  
internal	
  CERT	
  networks	
  and	
  is	
  classified	
  as	
  information	
  of	
  internal	
  use	
  only.	
  	
  
In	
  order	
  to	
  harden	
  security	
  of	
  NSC	
  portal,	
  antibot.hr	
  web	
  site	
  was	
  also	
  scanned	
  with	
  commercial	
  and	
  
open	
  source	
  vulnerability	
  scanners	
  and	
  protected	
  by	
  NGN	
  Firewall	
  using	
  several	
  security	
  features.	
  	
  
	
  
6.2.8 Dissemination	
  
The	
  Croatian	
  NSC	
  portal	
  antibot.hr	
  was	
  advertised	
  and	
  it	
  has	
  good	
  visibility	
  in	
  Croatia.	
  National	
  CERT	
  
portal	
  www.cert.hr	
  and	
  also	
  other	
  portals	
  are	
  pointing	
  to	
  antibot.hr	
  portal	
  informing	
  their	
  users	
  to	
  
use	
  antibot.hr	
  portal	
  services	
  for	
  prevention	
  and	
  detection/malware	
  cleansing	
  reasons.	
  	
  
Also,	
   the	
   information	
   about	
   antibot.hr	
   portal	
   was	
   disseminated	
   on	
   many	
   conferences	
   in	
  
presentations	
  delivered	
  by	
  National	
  CERT,	
  newspaper	
  articles	
  and	
  TV	
  broadcasts	
  of	
  Croatian	
  National	
  
TV	
  (HTV).	
  	
  
	
  
6.2.9 Sustainability	
  	
  
There	
  is	
  no	
  intent	
  to	
  stop	
  providing	
  NSC	
  with	
  antibot.hr	
  service	
  but	
  possibly	
  extend	
  the	
  cooperation	
  
with	
  other	
  partners	
  NSCs.	
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6.3 France	
  	
  
The	
  French	
  national	
  support	
  centre	
  -­‐	
  antibot.fr	
  -­‐	
  is	
  an	
  initiative	
  by	
  the	
  CECyF14	
  (French	
  Expert	
  Centre	
  
against	
  Cybercrime)	
  and	
  Signal	
  Spam	
  (partner	
  in	
  ACDC),	
  with	
  the	
  support	
  of	
  their	
  respective	
  
members.	
  	
  
The	
  Internet	
  website	
  antibot.fr	
  offers	
  information	
  and	
  tools	
  to	
  end	
  users	
  to	
  learn	
  about	
  botnet,	
  find	
  
out	
  if	
  their	
  devices	
  are	
  infected,	
  and	
  clean	
  the	
  terminals.	
  Infection	
  analysis	
  tools	
  and	
  cleaning	
  tools	
  
available	
  are	
  listed	
  on	
  the	
  website,	
  included	
  solutions	
  developed	
  within	
  ACDC.	
  Antibot.fr	
  is	
  mainly	
  an	
  
information	
  page	
  for	
  end	
  users,	
  providing	
  links	
  towards	
  tools	
  developed	
  by	
  ACDC	
  and	
  French	
  ISPs	
  
who	
  need	
  to	
  be	
  identified	
  as	
  the	
  main	
  source	
  of	
  support	
  for	
  their	
  customers.	
  
	
  

	
  
Figure	
  15:	
  Screenshot	
  Antibot.fr	
  

	
  
6.3.1 Website	
  
Antibot.fr	
  was	
  launch	
  in	
  October	
  2014.	
  The	
  website	
  is	
  based	
  on	
  three	
  primary	
  actions:	
  inform,	
  
prevent	
  and	
  clean,	
  with	
  the	
  possibility	
  to	
  consult	
  external	
  blogs	
  and	
  repositories	
  linked	
  on	
  the	
  
website.	
  No	
  support	
  is	
  offered;	
  therefore	
  no	
  regular	
  staff	
  is	
  required.	
  The	
  website	
  is	
  operated	
  by	
  
Signal	
  Spam	
  and	
  the	
  CECyF.	
  	
  
	
  
6.3.2 Information	
  and	
  Protection	
  
Antibot.fr	
  is	
  before	
  everything	
  else	
  an	
  information	
  portal	
  where	
  end	
  users	
  can	
  access	
  comprehensive	
  
explanations	
  about	
  botnets	
  and	
  the	
  threats	
  they	
  pose,	
  and	
  general	
  advises	
  on	
  how	
  to	
  protect	
  oneself	
  
against	
  infections.	
  	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
14	
  https://www.cecyf.fr/	
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Figure	
  16:	
  Botnet	
  Explanation	
  France	
  

6.3.3 Social	
  Media	
  
End	
  users	
  can	
  follow	
  antibot.fr	
  on:	
  	
  

• Twitter	
  (https://twitter.com/antibotfr)	
  	
  
• Facebook	
  (https://www.facebook.com/antibotfr)	
  	
  
• Google	
  +	
  (https://plus.google.com/116037450239462514219)	
  	
  
• LinkedIn	
  (https://www.linkedin.com/grp/home?gid=8188970)	
  	
  

	
  
6.3.4 Support	
  
Antibot.fr	
   does	
   not	
   provide	
   support	
   (e-­‐mail	
   or	
   hotline):	
   French	
   ISPs	
   regard	
   it	
   as	
   their	
   mission	
   to	
  
provide	
   support	
   in	
   such	
   matter	
   to	
   their	
   customers.	
   Therefore	
   antibot.fr	
   only	
   references	
   abuse	
  
contacts	
  at	
   ISPs	
  and	
   refers	
   to	
  ACDC	
   (Check	
  &	
  Secure,	
  EU-­‐cleaner),	
   ISPs,	
   and	
  Security	
  Vendors	
   scan	
  
and	
  cleaning	
  tools,	
  with	
  in-­‐depth	
  explanations.	
  	
  

6.3.4.1 EU-­‐Cleaners	
  	
  
Two	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  to	
  the	
  German	
  ABBZ	
  and	
  to	
  the	
  other	
  National	
  Support	
  
Centres.	
  These	
  cleaners	
  are	
  no	
  full	
  Anti-­‐Virus	
  Products;	
  these	
  cleaners	
  are	
  just	
  dedicated	
  to	
  remove	
  
Malware	
  from	
  customer	
  PCs.	
  Both	
  tools	
  are	
  free	
  of	
  charge.	
  
The	
   EU-­‐Cleaners	
   have	
   been	
   made	
   available	
   with	
   friendly	
   support	
   from	
   the	
   partners	
   Avira	
   and	
  
SurfRight,	
  and	
  are	
  referenced	
  here:	
  http://www.antibot.fr/nettoyer/eu-­‐cleaner	
  
	
  
6.3.5 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
Antibot.fr	
  strictly	
  upholds	
  the	
  rules	
  of	
  the	
  national	
  data	
  protection	
  laws.	
  The	
  terms	
  of	
  use	
  and	
  the	
  
data	
  privacy	
  statements	
  are	
  displayed	
  on	
  the	
  website	
  at	
  http://www.antibot.fr/mentions-­‐legales	
  
(terms	
  of	
  use).	
  	
  
All	
  internal	
  processes	
  have	
  been	
  evaluated	
  and	
  analysed	
  to	
  ensure	
  the	
  high	
  data	
  privacy	
  and	
  security	
  
standards.	
  The	
  compliance	
  to	
  these	
  standards	
  is	
  regularly	
  tested.	
  	
  
Antibot.fr	
  does	
  not	
  store,	
  trace	
  or	
  receive	
  any	
  personal	
  data	
  from	
  an	
  infected	
  user	
  or	
  from	
  his	
  
computer	
  and	
  only	
  attacks	
  from	
  infected	
  PCs	
  are	
  evaluated.	
  An	
  evaluation	
  of	
  the	
  Internet	
  traffic	
  
through	
  deep	
  packet	
  inspection	
  or	
  similar	
  methods	
  is	
  strictly	
  permitted,	
  user	
  behaviour	
  is	
  not	
  
recorded	
  or	
  evaluated.	
  
Access	
  to	
  the	
  entire	
  antibot.fr	
  infrastructure	
  is	
  limited	
  to	
  a	
  restricted	
  group	
  of	
  users,	
  based	
  on	
  the	
  
internal	
  security	
  policies	
  and	
  standards.	
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6.3.6 Contributions	
  /	
  interaction	
  with	
  ACDC	
  	
  
Antibot.fr	
  provides	
  guidelines	
  and	
  tools	
  built	
  by	
  ACDC	
  and	
  its	
  members.	
  Signal	
  Spam	
  (part	
  of	
  the	
  
national	
  support	
  centre	
  as	
  the	
  national	
  spam	
  reporting	
  centre)	
  feeds	
  the	
  CCH	
  with	
  spam	
  reports.	
  	
  
	
  
6.3.7 Dissemination	
  
The	
  CECyF	
  and	
  Signal	
  Spam	
  (with	
  the	
  support	
  of	
  their	
  members)	
  give	
  antibot.fr	
  all	
  the	
  visibility	
  they	
  
can.	
  
	
  
6.3.8 Sustainability	
  	
  
Antibot.fr	
  requires	
  no	
  staff,	
  as	
  no	
  support	
  is	
  in	
  place.	
  Signal	
  Spam	
  is	
  responsible	
  for	
  the	
  costs	
  of	
  
hosting	
  the	
  antibot.fr	
  website.	
  
	
  
6.3.9 Signal	
  Spam	
  reporting	
  workflow	
  
Signal	
  Spam	
  completes	
  the	
  frame	
  of	
  the	
  support	
  centre	
  by	
  providing	
  the	
  national	
  spam	
  reporting	
  
centre	
  solution,	
  and	
  feeding	
  ACDC’s	
  Centralized	
  Clearing	
  House	
  with	
  spam	
  reports.	
  End	
  Users	
  report	
  
everything	
  they	
  consider	
  to	
  be	
  a	
  spam.	
  The	
  reports	
  are	
  analysed,	
  processed,	
  and	
  sent	
  in	
  data	
  feeds	
  
to	
  relevant	
  partners.	
  Spambot	
  analysis	
  is	
  a	
  string	
  focus	
  and	
  reports	
  are	
  notably	
  sent	
  to	
  the	
  CCH.	
  	
  
	
  

	
  
Figure	
  17:	
  Processes	
  Antibot.fr	
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6.4 Belgium	
  
	
  
Botvrij.be	
  is	
  an	
  initiative	
  by	
  LSEC	
  -­‐	
  Leaders	
  In	
  Security	
  as	
  a	
  part	
  of	
  the	
  support	
  centres	
  of	
  the	
  
European	
  Advanced	
  Cyber	
  Defence	
  Centre	
  (ACDC-­‐project)	
  on	
  the	
  basis	
  of	
  the	
  Anti-­‐Botnet	
  activities	
  of	
  
the	
  German	
  ISP's	
  association	
  ECO.	
  	
  
The	
  service	
  addresses	
  private	
  end-­‐users,	
  same	
  as	
  small-­‐and	
  medium	
  enterprises.	
  The	
  service	
  is	
  
completely	
  free	
  of	
  charge.	
  	
  
The	
  goal	
  of	
  this	
  initiative	
  is	
  to	
  reduce	
  the	
  number	
  of	
  botnet	
  infected	
  computer	
  clients	
  in	
  Belgium.	
  It	
  
aims	
  are	
  to	
  inform	
  about	
  botnets,	
  to	
  clean	
  infected	
  computers	
  and	
  to	
  prevent	
  future	
  infections.	
  	
  
The	
  Belgian	
  national	
  support	
  centre	
  provides	
  a	
  website.	
  A	
  help	
  desk	
  and	
  telephone	
  support	
  are	
  
planned	
  for	
  the	
  near	
  future.	
  Additional	
  customer	
  services	
  are	
  a	
  blog,	
  a	
  forum	
  and	
  social	
  media	
  
activities.	
  	
  
The	
  Belgian	
  national	
  support	
  center	
  provides	
  a	
  centralized	
  point	
  of	
  help/support	
  for	
  end-­‐users.	
  
Support	
  activities	
  include	
  a	
  user	
  forum.	
  The	
  website	
  is	
  focused	
  on	
  Information,	
  Dissemination	
  &	
  
Prevention.	
  
	
  
The	
  Belgian	
  national	
  support	
  center	
  aims	
  to	
  be	
  a	
  sustainable	
  support	
  center,	
  and	
  a	
  broad	
  security	
  
platform	
  for	
  end	
  users	
  (civilians).	
  The	
  Belgian	
  Support	
  Center	
  will:	
  

• Create	
  awareness	
  on	
  it-­‐	
  and	
  cyber	
  security	
  
• Provide	
  information	
  about	
  relevant	
  risks,	
  threats	
  and	
  infections,	
  and	
  how	
  to	
  	
  
• Provide	
  access	
  to	
  tools,	
  videos,	
  documentation	
  etc.,	
  all	
  to	
  support	
  end	
  users	
  

	
  
The	
  Support	
  Center	
  will	
  build	
  relationships	
  with	
  3rd	
  parties,	
  government,	
  experts	
  from	
  the	
  security-­‐	
  
industry	
  and	
  other	
  organizations	
  that	
  are	
  willing	
  to	
  support	
  the	
  solution	
  by	
  means	
  of	
  added	
  value	
  
content	
  and	
  functionality,	
  visibility	
  and	
  eventually	
  (leading	
  to)	
  financial	
  contributions	
  in	
  order	
  to	
  
create	
  and	
  maintain	
  a	
  sustainable	
  platform	
  that	
  helps	
  end	
  users	
  to	
  protect	
  their	
  systems	
  and	
  
information.	
  
	
  
6.4.1 Workflows	
  	
  
No	
  workflow	
  present.	
  Only	
  a	
  website	
  is	
  available.	
  
	
  
6.4.2 Staff	
  	
  
The	
  website	
  of	
  the	
  Belgian	
  national	
  support	
  centre	
  uses	
  the	
  base	
  of	
  www.botfrei.de.	
  The	
  Belgian	
  
national	
  support	
  centre’s	
  website	
  www.botvrij.be	
  is	
  customized	
  by	
  professionals	
  of	
  LSEC.	
  
Currently,	
  there	
  is	
  no	
  1st	
  and	
  2nd	
  level	
  support.	
  
The	
  official	
  languages	
  for	
  communication	
  and	
  documentation	
  are	
  Dutch,	
  French	
  and	
  English.	
  	
  
	
  
6.4.3 Service	
  Level	
  	
  
Currently	
  there	
  are	
  no	
  service	
  levels.	
  
The	
  goal	
  is	
  to	
  make	
  volunteers	
  available	
  to	
  treat	
  the	
  forum.	
  	
  

6.4.3.1 Website	
  	
  
The	
  website	
  is	
  available	
  in	
  3	
  languages:	
  Dutch,	
  French,	
  and	
  English	
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The	
  following	
  is	
  a	
  graphical	
  representation	
  of	
  the	
  most	
  current	
  attacks	
  taking	
  place	
  in	
  the	
  world	
  and	
  
is	
  available	
  on	
  the	
  home	
  site	
  of	
  www.botvrij.be.	
  
	
  

	
  
Figure	
  18:	
  Digital	
  Attack	
  Map	
  botvrij.be	
  

	
  
The	
  website	
  was	
  published	
  in	
  April	
  2014.	
  The	
  website	
  is	
  based	
  on	
  three	
  columns	
  “Inform”,	
  “Clean”,	
  
“Protect”.	
  The	
  forum	
  and	
  blog	
  are	
  featured	
  on	
  subpages;	
  an	
  extended	
  software	
  catalogue	
  and	
  FAQ	
  
list	
  are	
  available,	
  too.	
  

6.4.3.2 Email-­‐Support	
  	
  
There	
  is	
  no	
  email-­‐support	
  available.	
  

6.4.3.3 Telephone	
  Support	
  	
  
There	
  is	
  no	
  telephone	
  support	
  available.	
  

6.4.3.4 Forum	
  	
  
LSEC	
  is	
  currently	
  supporting	
  the	
  forum.	
  In	
  a	
  later	
  stage	
  volunteers	
  can	
  treat	
  the	
  forum.	
  	
  
	
  

	
  
Figure	
  19:	
  Botvrij	
  Forum	
  



	
   30	
  	
  
D1.3.2	
  Tool	
  Group	
  National	
  Support	
  Centres	
  

	
  
	
   	
  

6.4.3.5 Blog	
  &	
  Social	
  Media	
  	
  
LSEC	
  is	
  running	
  its	
  own	
  blog	
  at	
  http://www.botvrij.be/index.php/en/blog-­‐en.	
  	
  
Social	
  media:	
  

• Blog:	
  http://www.botvrij.be/index.php/en/blog-­‐en	
  
• Facebook:	
  https://www.facebook.com/botfree.eu	
  
• Twitter:	
  https://twitter.com/AntiBotnet	
  
• Google	
  Plus:	
  https://plus.google.com/u/0/118250901031237479359/posts	
  

	
  
6.4.4 Infrastructure	
  	
  
The	
  website	
  is	
  based	
  on	
  Joomla15.	
  Most	
  of	
  the	
  used	
  services	
  and	
  tools	
  are	
  freeware.	
  	
  

6.4.4.1 Ticketing	
  System	
  	
  
There	
  is	
  no	
  ticketing	
  system	
  available.	
  

6.4.4.2 Phone	
  System	
  
There	
  is	
  no	
  phone	
  system	
  available.	
  

6.4.4.3 Forum-­‐System	
  
The	
  forum	
  is	
  based	
  on	
  Kunena16.	
  
	
  
6.4.5 Customer	
  Tools	
  	
  
The	
  Belgian	
  national	
  support	
  centre	
  recommends	
  a	
  set	
  of	
  tools	
  and	
  services	
  on	
  their	
  website.	
  These	
  
tools	
  are	
  related	
  to	
  IT-­‐Security,	
  but	
  also	
  include	
  common	
  tools	
  for	
  IT-­‐Maintenance	
  like	
  back	
  up	
  or	
  
analysis	
  tools.	
  	
  

6.4.5.1 EU-­‐Cleaners	
  	
  
Two	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  to	
  the	
  Belgian	
  national	
  support	
  centre	
  and	
  to	
  the	
  other	
  
National	
  Support	
  Centers.	
  These	
  cleaners	
  are	
  no	
  full	
  Anti-­‐Virus	
  Products;	
  these	
  cleaners	
  are	
  just	
  
dedicated	
  to	
  remove	
  Malware	
  from	
  customer	
  PCs.	
  Both	
  tools	
  are	
  free	
  of	
  charge.	
  	
  
The	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  with	
  friendly	
  support	
  from	
  the	
  partners	
  Avira17	
  and	
  
SurfRight18.	
  

6.4.5.2 Online-­‐Scanner	
  
Together	
  with	
  the	
  ABBZ	
  partner	
  cyscon	
  GmbH,	
  the	
  Belgian	
  national	
  support	
  centre	
  is	
  providing	
  a	
  
browser-­‐and	
  plugin-­‐in	
  check	
  at	
  http://www.check-­‐and-­‐secure.com/browsercheck/_en/.	
  This	
  service	
  
allows	
  users	
  to	
  verify	
  if	
  the	
  current	
  version	
  of	
  their	
  browser	
  and	
  the	
  installed	
  browser-­‐plugins	
  is	
  up-­‐
to-­‐date.	
  There	
  are	
  also	
  links	
  to	
  additional	
  online	
  scanners	
  available	
  on	
  the	
  website	
  from:	
  

• Bitdefender	
  
• F-­‐Secure	
  
• Panda	
  security	
  
• Emsisoft	
  
• Trend	
  Micro	
  

	
   	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
15	
  http://www.joomla.org/	
  
16	
  http://www.kunena.org/	
  
17	
  http://www.avira.com	
  
18	
  http://www.surfright.nl	
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6.4.5.3 Link	
  directory	
  	
  
The	
  link	
  /	
  tool	
  list	
  of	
  botvrij.be	
  is	
  split	
  into	
  a	
  consumer	
  and	
  business	
  section.	
  
The	
  business	
  section	
  lists	
  only	
  commercial	
  anti-­‐virus	
  products;	
  the	
  extended	
  consumer	
  directory	
  
distinguishes	
  between	
  seven	
  sub-­‐categories.	
  These	
  are:	
  

• Security	
  Solutions	
  from	
  ISPs	
  
• Freeware	
  Virus	
  Scanners	
  
• Payware	
  Virus	
  Scanner	
  
• Security	
  products	
  for	
  Mac	
  Users	
  
• Browser	
  Plugins	
  
• Further	
  useful	
  tools	
  
• Protection	
  for	
  Mobile	
  Devices	
  

	
  
6.4.6 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
The	
  Belgian	
  national	
  support	
  centre	
  strictly	
  upholds	
  the	
  rules	
  of	
  the	
  national	
  data	
  protection	
  laws.	
  
The	
  terms	
  of	
  use	
  and	
  the	
  data	
  privacy	
  statements	
  are	
  displayed	
  on	
  the	
  website	
  at	
  
http://www.botvrij.be/index.php/en/enterprise-­‐sector-­‐products/11-­‐uncategorized/101-­‐data-­‐privacy	
  	
  
(data	
  privacy)	
  and	
  at	
  http://www.botvrij.be/index.php/en/enterprise-­‐sector-­‐products/11-­‐
uncategorized/99-­‐terms-­‐of-­‐use	
  	
  
	
  
All	
  internal	
  processes	
  have	
  been	
  evaluated	
  and	
  analysed	
  to	
  ensure	
  the	
  high	
  data	
  privacy	
  and	
  security	
  
standards.	
  The	
  compliance	
  to	
  these	
  standards	
  is	
  regularly	
  tested.	
  	
  
The	
  Belgian	
  national	
  support	
  centre	
  does	
  not	
  store,	
  trace	
  or	
  receive	
  any	
  personal	
  data	
  from	
  an	
  
infected	
  user	
  or	
  from	
  his	
  computer	
  and	
  only	
  attacks	
  from	
  infected	
  PCs	
  are	
  evaluated.	
  An	
  evaluation	
  
of	
  the	
  Internet	
  traffic	
  through	
  deep	
  packet	
  inspection	
  or	
  similar	
  methods	
  is	
  strictly	
  permitted,	
  user	
  
behaviour	
  is	
  not	
  recorded	
  or	
  evaluated.	
  	
  
Access	
  to	
  the	
  entire	
  Belgian	
  national	
  support	
  centre	
  infrastructure	
  is	
  limited	
  to	
  a	
  restricted	
  group	
  of	
  
users,	
  based	
  on	
  the	
  internal	
  security	
  policies	
  and	
  standards.	
  
	
  
6.4.7 Contributions	
  /	
  interaction	
  with	
  ACDC	
  	
  
LSEC	
  has	
  organized	
  meetings	
  with	
  Belgian	
  ISPs	
  and	
  upon	
  request	
  the	
  ISP	
  can	
  get	
  information	
  from	
  
the	
  ACDC	
  Centralised	
  Clearing	
  House.	
  LSEC	
  has	
  been	
  also	
  active	
  in	
  press	
  and	
  social	
  media	
  promoting	
  
the	
  Belgian	
  national	
  support	
  centre.	
  	
  
	
  
6.4.8 Dissemination	
  
The	
  Belgian	
  national	
  support	
  centre	
  botvrij.be	
  has	
  some	
  visibility	
  in	
  Belgium.	
  Besides	
  the	
  
collaboration	
  with	
  the	
  ISPs,	
  there	
  has	
  been	
  an	
  ongoing	
  reference	
  and	
  coverage	
  on	
  major	
  websites.	
  	
  
	
  
6.4.9 Sustainability	
  	
  
The	
  website	
  botvrij.be	
  is	
  in	
  an	
  operational	
  state	
  since	
  2014.	
  There	
  is	
  no	
  intent	
  to	
  stop	
  providing	
  this	
  
service.	
  LSEC	
  is	
  willed	
  to	
  continue	
  with	
  botvrij.be	
  within	
  a	
  possible	
  plan	
  network	
  of	
  European	
  Anti-­‐
Botnet	
  Support	
  Centres.	
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6.5 Italy	
  	
  
The	
  Italian	
  National	
  Support	
  Centre	
  was	
  realized	
  within	
  the	
  ACDC	
  project	
  hosted	
  and	
  run	
  by	
  ISCTI.	
  
Services	
  are	
  accessible	
  through	
  the	
  dedicated	
  website	
  (www.antibot.it)	
  published	
  in	
  September	
  2012	
  
and	
  hosted	
  in	
  ISCTI	
  site	
  in	
  Rome	
  at	
  the	
  Italian	
  Ministry	
  of	
  Economic	
  Development.	
  
This	
  initiative	
  is	
  focused	
  mainly	
  on	
  three	
  dimensions	
  of	
  fight	
  against	
  botnets:	
  

• Prevention	
  policies	
  –	
  the	
  initiative	
  aims	
  at	
  informing	
  and	
  raising	
  awareness	
  of	
  Internet	
  users	
  
on	
  botnet	
  threats	
  the	
  website	
  provides	
  useful	
  information	
  on	
  botnets	
  and	
  guidelines	
  for	
  
self-­‐check,	
  scan	
  and	
  avoid	
  infections	
  by	
  botnets.	
  

• Mitigation	
  policies	
  –	
  online	
  free	
  resources	
  for	
  checking	
  one’s	
  computer	
  is	
  infected	
  and	
  for	
  
removing	
  infections	
  are	
  provided.	
  Enlisted	
  tools	
  are	
  provided	
  by	
  partners	
  of	
  ACDC	
  
consortium.	
  

• Notification	
  of	
  incidents	
  –	
  reports	
  from	
  the	
  ACDC	
  CCH	
  are	
  regularly	
  collected,	
  stored,	
  
processed	
  and	
  used	
  to	
  generate	
  automatic	
  notifications	
  towards	
  Italian	
  ISPs	
  involved	
  in	
  
botnet	
  incidents.	
  

This	
   initiative	
   also	
   addresses	
   the	
   institutional	
   activity	
   of	
   ISCTI	
   for	
   network	
   and	
   electronic	
  
communication	
   protection	
   realized	
   through	
   the	
   Italian	
   National	
   CERT	
   (under	
   Art.	
   14	
   of	
   the	
   2013	
  
Prime	
  Minister's	
  Decree	
  158)	
  whose	
  ISCTI	
  has	
  been	
  entrusted.	
  	
  
	
  
6.5.1 Staff	
  	
  
The	
  activity	
  of	
  the	
  Anti-­‐Botnet	
  National	
  Support	
  Centre	
  is	
  assured	
  by	
  permanent	
  staff	
  appointed	
  also	
  
to	
  the	
  Italian	
  National	
  CERT.	
  
	
  
6.5.2 Fronted	
  System	
  –	
  the	
  Website	
  	
  
The	
  Anti-­‐Botnet	
  NSC	
  website	
  is	
  a	
  result	
  of	
  collaboration	
  between	
  ISCTI	
  and	
  EII,	
  which	
  is	
  realized	
  
through	
  Drupal	
  CMS.	
  EII	
  provided	
  a	
  basic	
  template	
  for	
  the	
  site	
  and	
  programmed	
  some	
  graphical	
  and	
  
structural	
  adjustments,	
  while	
  ISCTI	
  provided	
  all	
  the	
  contents	
  and	
  implemented	
  partial	
  changes	
  
though	
  Drupal	
  CMS.	
  Though	
  it	
  is	
  primarily	
  thought	
  for	
  Italian	
  citizens,	
  it	
  is	
  totally	
  bilingual	
  in	
  Italian	
  
and	
  English.	
  
	
  
The	
  website	
  is	
  the	
  instrument	
  for	
  implementation	
  of	
  prevention	
  and	
  mitigations	
  policies.	
  It	
  is	
  
organized	
  in	
  three	
  sections:	
  

• Information	
  pages	
  
• Guidelines	
  and	
  tools	
  for	
  disinfection	
  and	
  for	
  prevention	
  of	
  infections	
  
• Legal	
  aspects,	
  privacy	
  policy	
  and	
  accessibility	
  

	
  

	
  
Figure	
  20:	
  Screenshot	
  Antibot.it	
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6.5.2.1 Information	
  pages	
  
The	
  top	
  menu	
  of	
  the	
  site	
  provides	
  basic	
  information	
  on	
  the	
  site	
  including:	
  

• The	
  homepage	
  presenting	
  the	
  objective	
  of	
  the	
  site	
  
• A	
  dedicated	
  page	
  for	
  the	
  ACDC	
  project	
  from	
  which	
  the	
  site	
  takes	
  its	
  origin	
  
• The	
  map	
  of	
  the	
  site	
  showing	
  its	
  structure	
  

The	
  page	
  dedicated	
  to	
  the	
  ACDC	
  project	
  emphasize	
  the	
  role	
  of	
  the	
  National	
  Support	
  Centre	
  in	
  Europe	
  
and	
  highlights	
  that	
  the	
  ACDC	
  project	
  is	
  cited	
  in	
  the	
  Italian	
  National	
  Plan	
  for	
  Cyberspace	
  Security.	
  
	
  

6.5.2.2 Guidelines	
  and	
  tools	
  for	
  disinfection	
  and	
  for	
  prevention	
  of	
  infections	
  
	
  
The	
  left	
  menu	
  provides	
  links	
  to	
  detailed	
  content	
  on	
  botnets	
  and	
  tools	
  for	
  scanning	
  and	
  disinfecting	
  
one’s	
  computer.	
  Namely,	
  it	
  includes:	
  

• An	
  information	
  page	
  on	
  botnets	
  and	
  links	
  to	
  articles	
  
• A	
  list	
  of	
  scanning	
  and	
  disinfection	
  tools	
  as	
  provided	
  by	
  the	
  ACDC	
  consortium,	
  which	
  are:	
  

o Check&Secure	
  -­‐	
  a	
  free	
  online	
  security	
  self-­‐check	
  service	
  managed	
  by	
  the	
  associated	
  
ACDC	
  Partner	
  cyscon	
  GmbH.	
  

o EU-­‐Cleaner	
  -­‐	
  a	
  downloadable	
  tool	
  available	
  at	
  the	
  German	
  Support	
  Centre.	
  
o Initiative-­‐S	
  -­‐	
  an	
  initiative	
  by	
  eco	
  –	
  Association	
  of	
  the	
  German	
  Internet	
  Industry	
  (eco	
  -­‐

Verband	
  der	
  deutschen	
  Internetwirtschaft	
  e.V.)	
  -­‐	
  providing	
  information	
  and	
  tools.	
  
o Servicio	
  AntiBotnet	
  -­‐	
  an	
  online	
  self-­‐check	
  services	
  to	
  verify	
  if	
  your	
  computer	
  is	
  part	
  of	
  

a	
  botnet	
  by	
  the	
  Spanish	
  Support	
  Centre	
  (website	
  in	
  Spanish).	
  
o Device	
  Monitor	
  	
  -­‐	
  a	
  network	
  data	
  traffic	
  analyser	
  for	
  security	
  threats	
  of	
  both	
  personal	
  

computers	
  and	
  mobile	
  devices.	
  Version	
  for	
  Android	
  mobile	
  devices	
  available	
  from	
  
Google	
  Play.	
  The	
  tool	
  is	
  realized	
  by	
  XLAB,	
  partner	
  of	
  ACDC.	
  

o CONAN	
  mobile	
  -­‐	
  a	
  scanner	
  and	
  data	
  traffic	
  analyser	
  for	
  security	
  threats	
  of	
  mobile	
  
devices.	
  Version	
  for	
  Android	
  mobile	
  devices	
  available	
  from	
  Google	
  Play.	
  The	
  tool	
  is	
  
realized	
  by	
  INCIBE,	
  partner	
  of	
  ACDC	
  (website	
  in	
  Spanish).	
  

• A	
  page	
  providing	
  basic	
  recommendation	
  so	
  as	
  not	
  to	
  get	
  infected.	
  

6.5.2.3 Legal	
  aspects,	
  privacy	
  policy	
  and	
  accessibility	
  
The	
  bottom	
  menu	
  of	
  the	
  site	
  provides	
  links	
  to	
  

• Contact	
  info	
  for	
  the	
  owner	
  of	
  the	
  site,	
  i.e.	
  ISCTI	
  
• The	
  privacy	
  policy	
  of	
  the	
  site	
  
• Accessibility	
  requirements	
  for	
  the	
  sites,	
  which	
  are	
  satisfied	
  to	
  assure	
  utilization	
  by	
  people	
  

with	
  disabilities,	
  which	
  are	
  mandatory	
  for	
  all	
  public	
  administration	
  sites	
  in	
  Italy.	
  
	
  
6.5.3 The	
  Backend	
  System	
  -­‐	
  Storage	
  and	
  processing	
  of	
  incident	
  reports	
  
If	
  the	
  website	
  www.antibot.it	
  represents	
  the	
  frontend	
  function	
  of	
  the	
  Italian	
  NSC	
  addressing	
  the	
  
Internet	
  users,	
  a	
  backend	
  part	
  was	
  developed	
  to	
  store	
  a	
  process	
  incident	
  reports	
  for	
  analysis	
  and	
  
notifications	
  to	
  Italian	
  ISPs.	
  
Namely,	
  an	
  XMPP	
  client	
  regularly	
  retrieves	
  from	
  the	
  CCH	
  incident	
  reports	
  pertaining	
  Italian	
  ASNs.	
  
Data	
  are	
  stored,	
  classified	
  by	
  ASN	
  and	
  used	
  to	
  generate	
  automatic	
  notification	
  emails	
  which	
  are	
  sent	
  
on	
  a	
  regular	
  basis	
  to	
  Italian	
  ISPs	
  whenever	
  one	
  of	
  their	
  ASN	
  is	
  interested	
  in	
  a	
  botnet	
  incidents.	
  
	
  
6.5.4 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
Currently	
  the	
  Italian	
  National	
  Support	
  Centre	
  website	
  does	
  not	
  exhibit	
  any	
  particular	
  privacy	
  or	
  data	
  
protection	
  since	
  interactive	
  services	
  for	
  users	
  are	
  not	
  yet	
  provided.	
  Data	
  privacy	
  issues	
  linked	
  to	
  the	
  
browsing	
  of	
  the	
  website	
  are	
  discussed	
  in	
  the	
  page	
  http://www.antibot.it/en/content/privacy-­‐policy,	
  
which	
  is	
  dedicated	
  to	
  these	
  issues.	
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As	
  for	
  the	
  backend-­‐part	
  incident	
  reports	
  which	
  are	
  stored	
  do	
  not	
  contain	
  any	
  sensitive	
  data	
  and	
  are	
  
dealt	
  with	
  to	
  implement	
  the	
  institutional	
  function	
  of	
  the	
  Italian	
  National	
  CERT	
  of	
  protection	
  of	
  
electronic	
  communication.	
  
	
  
6.5.5 Sustainability	
  and	
  development	
  plan	
  	
  
The	
   Italian	
   National	
   Support	
   Centre	
   run	
   by	
   ISCTI,	
   as	
   part	
   of	
   the	
   ACDC	
   project,	
   will	
   be	
   part	
   of	
   the	
  
network	
   of	
   support	
   centre	
   in	
   order	
   to	
   share	
   information	
   and	
   strategies	
   at	
   European	
   level	
   to	
   fight	
  
against	
  botnets.	
  In	
  turn,	
  ISCTI,	
  at	
  national	
  level,	
  as	
  Italian	
  National	
  CERTs	
  chairs	
  a	
  Technical	
  Board,	
  in	
  
which	
  the	
  biggest	
  Italian	
  ISPs	
  are	
  involved.	
  Within	
  the	
  Board	
  it	
  is	
  possible	
  to	
  discuss	
  botnet	
  strategies	
  
at	
  national	
  level.	
  
The	
  activity	
  of	
  the	
  Anti-­‐Botnet	
  National	
  Support	
  Centre	
  is	
  assured	
  by	
  permanent	
  staff	
  appointed	
  also	
  
to	
   the	
   Italian	
   National	
   CERT	
   along	
   with	
   the	
   other	
   necessary	
   resources	
   for	
   development	
   and	
  
maintenance	
  of	
  the	
  National	
  CERT	
  Network.	
  
	
  
Development	
   plan	
   of	
   the	
   Anti-­‐Botnet	
  National	
   Support	
   Centre	
   include	
   the	
   deployment	
   of	
   support	
  
services,	
  via	
  email	
  or	
  phone,	
  for	
  Internet	
  users	
  is	
  under	
  discussion	
  in	
  both	
  the	
  network	
  of	
  European	
  
Support	
  Centres	
  and	
   in	
   the	
  National	
  Technical	
  Board	
  with	
   Italian	
   ISPs.	
  Namely,	
  a	
   support	
  centre	
   in	
  
the	
  English	
  language	
  can	
  be	
  realized	
  easily	
  by	
  the	
  network	
  of	
  NSCs	
  while	
  synergies	
  from	
  Italian	
  ISPs	
  
are	
  required	
  for	
  the	
  activation	
  of	
  a	
  service	
  in	
  Italian.	
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6.6 Portugal	
  	
  
The	
  Portuguese	
  National	
  Support	
  Center,	
  antibot.pt,	
  is	
  a	
  initiative	
  from	
  FCT|FCCN	
  –	
  Fundação	
  para	
  a	
  
Ciencia	
  e	
  Tecnologia	
  –	
  Computação	
  Cientifica	
  National.	
  Its	
  scope	
  is	
  guided	
  to	
  the	
  end	
  user,	
  especially	
  
those	
  that	
  are	
  part	
  of	
  RCTS	
  community,	
  the	
  Portuguese	
  academic	
  network.	
  
As	
  the	
  other	
  NSCs	
  from	
  ACDC	
  Project,	
  its	
  purpose	
  is	
  the	
  dissemination	
  of	
  information	
  on	
  botnets	
  and	
  
help	
  the	
  end	
  user	
  in	
  the	
  cleaning	
  of	
  his	
  device	
  (computer,	
  tablet	
  or	
  mobile	
  phone).	
  
	
  
6.6.1 Staff	
  and	
  Contact	
  	
  
Due	
  to	
  significant	
  reduction	
  in	
  the	
  number	
  of	
  elements	
  of	
  the	
  RCTS	
  CERT	
  team,	
  which	
  is	
  responsible	
  
for	
  the	
  implementation,	
  management	
  and	
  operation	
  of	
  the	
  Portuguese	
  NSC,	
  it	
  was	
  only	
  possible	
  in	
  
this	
  project	
  pilot	
  represent	
  the	
  NSC	
  through	
  the	
  website	
  www.antibot.pt	
  and	
  email	
  address:	
  
ajuda@antibot.pt.	
  
	
  
6.6.2 Website	
  	
  
The	
  website	
  www.antibot.pt	
  is	
  available	
  in	
  Portuguese	
  and	
  English	
  language,	
  it	
  was	
  based	
  on	
  the	
  
German	
  structure	
  and	
  uses	
  its	
  layout	
  as	
  a	
  template.	
  	
  
	
  

	
  
Figure	
  21:	
  Antibot.pt	
  Screenshot	
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6.6.3 Forum	
  and	
  Blog	
  	
  
Although	
  the	
  Portuguese	
  NSC	
  website	
  does	
  not	
  have	
  its	
  own	
  forum	
  and	
  blog,	
  it	
  presents	
  the	
  link	
  to	
  
the	
  English	
  version	
  of	
  the	
  German	
  forum	
  and	
  blog.	
  	
  

6.6.3.1 Tools	
  and	
  Services	
  	
  
In	
  order	
  to	
  add	
  more	
  value	
  to	
  the	
  website	
  and	
  to	
  take	
  advantage	
  from	
  data	
  collected	
  by	
  CCH,	
  in	
  a	
  
daily	
  base	
  is	
  presented,	
  for	
  both	
  Windows	
  and	
  mobile	
  devices,	
  the	
  most	
  active	
  malware.	
  For	
  each	
  
row	
  is	
  added	
  a	
  link	
  to	
  Virustotal	
  website,	
  to	
  have	
  more	
  detail	
  about	
  the	
  malware.	
  The	
  first	
  idea	
  was	
  
to	
  collect	
  these	
  details	
  from	
  Virustotal	
  and	
  put	
  them	
  in	
  the	
  NSC	
  website,	
  but	
  the	
  free	
  API	
  Virustotal	
  
version	
  does	
  not	
  allow	
  the	
  gathering	
  of	
  all	
  the	
  required	
  data.	
  

	
  
Figure	
  22:	
  Virustotal	
  Integration	
  Malware	
  

	
  

	
  
Figure	
  23:	
  Virustotal	
  -­‐	
  Mobile	
  Threats	
  Integration	
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6.6.4 Outlook	
  and	
  Sustainability	
  	
  
Due	
  to	
  the	
  restrictions	
  identified	
  at	
  the	
  beginning	
  of	
  this	
  document,	
  it	
  will	
  be	
  not	
  possible	
  to	
  
FCT|FCCN,	
  in	
  particular	
  the	
  RCTS	
  CERT	
  continuing	
  to	
  provide	
  this	
  service	
  after	
  the	
  end	
  of	
  the	
  project.	
  
	
  

6.7 Spain	
  	
  
The	
  Spanish	
  National	
  CyberSecurity	
  Institute	
  (INCIBE)	
  is	
  a	
  state	
  owned	
  company	
  attached	
  to	
  the	
  
Spanish	
  Ministry	
  of	
  Industry,	
  Energy	
  and	
  Tourism	
  through	
  the	
  State	
  Secretariat	
  for	
  
Telecommunications	
  and	
  for	
  the	
  Information	
  Society.	
  	
  

INCIBE	
  is	
  the	
  responsible,	
  through	
  its	
  CERT,	
  to	
  managing	
  the	
  defence	
  of	
  the	
  cyberspace	
  and	
  serve	
  as	
  
preventive	
  and	
  reactive	
  security	
  support	
  to	
  Spanish	
  entities	
  and	
  users.	
  INCIBE	
  has	
  the	
  ability	
  to	
  act	
  in	
  
response	
  to	
  security	
  incidents	
  ranging	
  from	
  the	
  citizen	
  to	
  the	
  business	
  sector,	
  especially	
  strategic	
  and	
  
critical	
  infrastructure	
  sectors,	
  and	
  the	
  specific	
  area	
  of	
  academic	
  network.	
  

At	
  present,	
  the	
  government	
  of	
  Spain	
  has	
  several	
  agents	
  working	
  from	
  different	
  perspectives	
  in	
  order	
  
to	
  achieve	
  a	
  secure	
  cyberspace.	
  INCIBE	
  is	
  a	
  leading	
  figure	
  in	
  the	
  panorama	
  of	
  national	
  CyberSecurity,	
  
both	
  from	
  the	
  point	
  of	
  view	
  of	
  providing	
  services	
  to	
  different	
  target	
  audiences,	
  and	
  in	
  the	
  exercise	
  of	
  
awareness	
  and	
  communication	
  needs	
  and	
  current	
  challenges	
  of	
  CyberSecurity.	
  

Spanish	
  National	
  Support	
  Centre,	
  known	
  as	
  OSI	
  https://www.osi.es/	
  (Security	
  Office	
  of	
  the	
  Internet	
  
Users)	
  is	
  working	
  since	
  2008.	
  In	
  the	
  scope	
  of	
  ACDC	
  a	
  new	
  version	
  of	
  the	
  website	
  was	
  launched	
  in	
  
2014,	
  with	
  a	
  new	
  look	
  and	
  feel,	
  contents	
  and	
  services.	
  Its	
  mission	
  is	
  to	
  generate	
  cyber-­‐confidence	
  
through	
  cybersecurity	
  education,	
  encouraging	
  users’	
  confidence	
  in	
  a	
  digital	
  environment	
  and	
  foment	
  
its	
  use	
  to	
  carry	
  out	
  their	
  everyday	
  tasks	
  in	
  a	
  safe	
  way.	
  

OSI	
  objectives	
  for	
  users	
  are	
  to:	
  
• Understand,	
  assimilate	
  and	
  adopt	
  a	
  minimum	
  of	
  good	
  practices	
  when	
  using	
  Internet.	
  
• Be	
  aware	
  of	
  their	
  responsibility	
  in	
  security	
  matters,	
  becoming	
  an	
  active	
  and	
  proactive	
  

element	
  in	
  the	
  security	
  of	
  their	
  information	
  and	
  devices.	
  
• Reduce	
  the	
  quantity	
  and	
  critical	
  nature	
  of	
  threats	
  or	
  incidents	
  that	
  they	
  are	
  exposed	
  to	
  when	
  

using	
  Internet.	
  
The	
  operation	
  of	
  the	
  Spanish	
  NSC	
  is	
  based	
  in	
  three	
  different	
  groups:	
  

• Awareness	
   and	
   Education	
   Services	
   focuses	
   on	
   improving	
   the	
   cybersecurity	
   knowledge	
   of	
  
users	
   as	
  well	
   as	
   informing	
   them	
   about	
   the	
   latest	
   novelties,	
   news	
   and	
   incidents	
   related	
   to	
  
security	
  in	
  Internet.	
  	
  
These	
   services	
   are	
   provided	
   with	
   the	
   content	
   and	
   documentation	
   of	
   the	
   sections:	
   blog,	
  
security	
  alerts,	
   real	
   stories,	
   video	
   tutorials,	
   "how	
  much	
  do	
  you	
  know?”	
  and	
   “what	
   should	
   I	
  
know?”.	
  

• Tools	
  and	
  Services	
  in	
  order	
  to	
  facilitate	
  the	
  tools	
  that	
  users	
  need	
  to	
  use	
  Internet	
  safely	
  and	
  
confidently.	
  
The	
  services	
  offered	
  are	
  free	
  tools,	
  Conan	
  Mobile	
  and	
  the	
  Anti-­‐Botnet	
  Service.	
  	
  

• Support	
   Services	
   offers	
   users	
   direct	
   contact	
   with	
   the	
   OSI	
   to	
   solve	
   doubts	
   and	
   get	
   help	
   in	
  
cybersecurity	
  matters,	
  through	
  a	
  telephone	
  number,	
  email	
  contact,	
  forum	
  and	
  the	
  different	
  
social	
  networks.	
  	
  

All	
  services	
  offered	
  are	
  free	
  of	
  charge	
  for	
  the	
  users.	
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6.7.1 Workflows	
  
The	
  different	
  services	
  of	
  OSI	
  are	
  operating	
  by	
  different	
  teams	
  such	
  as	
  incident	
  management	
  (levels	
  1	
  
and	
  2)	
  and	
  contents	
  development.	
  In	
  order	
  to	
  generate	
  the	
  different	
  alerts,	
  advisors,	
  posts	
  etc.	
  OSI	
  
team	
  is	
  permanently	
  investigating	
  and	
  analyzing	
  the	
  latest	
  news	
  and	
  incidents	
  related	
  to	
  
cybersecurity,	
  offering	
  the	
  results	
  to	
  the	
  users	
  through	
  the	
  different	
  services,	
  and	
  always	
  in	
  an	
  easy	
  
way	
  to	
  understand	
  them	
  for	
  people	
  who	
  do	
  not	
  have	
  specialized	
  IT	
  knowledge.	
  
	
  
	
  

	
  
Figure	
  24:	
  Concept	
  Spanish	
  NSC	
  

	
  
One	
  of	
  these	
  services	
  is	
  the	
  Anti-­‐Botnet	
  Service,	
  developed	
  on	
  the	
  scope	
  of	
  ACDC.	
  It	
  has	
  as	
  objective	
  
the	
  mitigation	
  of	
  botnets,	
  offering	
  to	
  the	
  users	
  the	
  possibility	
  to	
  identify	
  if	
  from	
  its	
  internet	
  
connection	
  has	
  been	
  detected	
  some	
  incident	
  related	
  botnet,	
  contributing	
  to	
  a	
  more	
  secure	
  Internet	
  
for	
  everyone.	
  The	
  concrete	
  workflow	
  of	
  this	
  service	
  is	
  the	
  following:	
  
	
  

	
  

Figure	
  25:	
  Processes	
  Spanish	
  NSC	
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The	
  Anti-­‐Botnet	
  Service	
  database	
  provides	
  in	
  real	
  time	
  information	
  about	
  public	
  IP	
  addresses	
  that	
  are	
  
associated	
  with	
  incidents	
  related	
  botnets.	
  INCIBE	
  obtains	
  those	
  evidences	
  from	
  different	
  internal	
  and	
  
external	
  trusted	
  sources;	
  one	
  of	
  them	
  is	
  the	
  data	
  collected	
  from	
  the	
  CCH	
  of	
  the	
  ACDC	
  project.	
  
All	
  evidences	
  are	
  automatically	
  processed	
  and	
  the	
  evidence	
  enters	
  it	
  the	
  notification	
  workflow.	
  	
  
The	
  Anti-­‐Botnet	
  Service	
  team	
  documents	
  the	
  botnet	
  in	
  the	
  backend	
  of	
  the	
  service	
  (if	
  it	
  is	
  not	
  already	
  
documented),	
  with	
  relevant	
  information	
  that	
  must	
  be	
  shown	
  to	
  the	
  user	
  in	
  the	
  NSC	
  when	
  he	
  will	
  
consult	
  the	
  incident.	
  In	
  addition,	
  each	
  botnet	
  has	
  associated	
  a	
  code.	
  The	
  code	
  or	
  ticket	
  associates	
  the	
  
bot	
  evidences	
  with	
  its	
  information	
  for	
  the	
  notification	
  service.	
  
INCIBE	
  generates	
  daily	
  a	
  feed	
  with	
  all	
  the	
  bots	
  evidences	
  that	
  correspond	
  to	
  each	
  Spanish	
  ISP.	
  This	
  
notification	
  is	
  made	
  in	
  order	
  to	
  improve	
  the	
  networks	
  security	
  in	
  a	
  public-­‐private	
  partnership,	
  under	
  
the	
  mandates	
  of	
  the	
  Action	
  5	
  of	
  the	
  Digital	
  Trust	
  Plan	
  and	
  in	
  compliance	
  with	
  the	
  ninth	
  additional	
  
provision	
  of	
  the	
  Law	
  347202,	
  of	
  July	
  11,	
  2014.	
  	
  
	
  
Thanks	
  to	
  this	
  collaboration,	
  the	
  Spanish	
  ISP	
  Telefónica,	
  gets	
  its	
  own	
  feed	
  each	
  day	
  and	
  process	
  it	
  in	
  
order	
  to	
  generate	
  the	
  user	
  notification.	
  With	
  the	
  IP	
  and	
  the	
  timestamp,	
  they	
  can	
  identify	
  the	
  internet	
  
line	
  affected	
  and	
  contact	
  by	
  email	
  with	
  the	
  user.	
  	
  
With	
  all	
  the	
  information	
  an	
  email	
  is	
  sent	
  by	
  Telefónica	
  abuse	
  team	
  (Némesys)	
  to	
  the	
  affected	
  user	
  
informing	
  about	
  the	
  incident,	
  and	
  providing	
  the	
  code,	
  which	
  the	
  user	
  can	
  access	
  the	
  NSC	
  to	
  get	
  more	
  
information	
  about	
  the	
  botnet	
  and	
  how	
  disinfect	
  its	
  device.	
  
All	
  users	
  can	
  check	
  their	
  public	
  IPs	
  through	
  the	
  online	
  service	
  or	
  the	
  plugins.	
  If	
  the	
  network	
  of	
  the	
  
user	
  is	
  affected,	
  he	
  will	
  be	
  informed	
  about	
  the	
  incident	
  detected	
  by	
  the	
  service.	
  
More	
  information	
  about	
  the	
  service	
  is	
  given	
  in	
  the	
  section	
  Anti-­‐Botnet	
  Service	
  of	
  this	
  document.Anti-­‐
Botnet	
  Service	
  
	
  
6.7.2 Staff	
  
All	
  the	
  staff	
  of	
  the	
  Spanish	
  NSC	
  has	
  a	
  big	
  trajectory	
  and	
  experience	
  in	
  IT	
  and	
  cybersecurity	
  projects	
  
and	
  count	
  with	
  technical	
  studies	
  and	
  different	
  official	
  certifications	
  related	
  IT.	
  	
  
The	
  team	
  involved	
  and	
  number	
  of	
  staff	
  is	
  the	
  following:	
  

• Product	
  Owner	
  (the	
  responsible	
  of	
  the	
  portal	
  operation	
  and	
  services):	
  1	
  
• Content	
  team:	
  3.	
  
• 	
  	
  	
   Threat	
  Analysis	
  team:	
  1	
  
• 	
  	
  	
  	
   Support	
  team	
  –	
  level	
  I	
  (email	
  and	
  CAU):	
  2	
  (partially)	
  
• 	
  	
  	
  	
   Support	
  team	
  –	
  level	
  II:	
  2	
  (partially,	
  on	
  demand)	
  
• 	
  	
  	
   IT	
  support	
  team:	
  1	
  (partially,	
  on	
  demand)	
  
• 	
  	
  	
   Software	
  Development	
  team:	
  2	
  
• 	
  	
  	
   Software	
  Maintenance	
  team:	
  1	
  (partially,	
  on	
  demand)	
  
• 	
  	
  	
  	
   Community	
  manager:	
  1	
  

	
  
6.7.3 Service	
  Level	
  
Spanish	
  NSC	
  offers	
  1st	
  and	
  2nd	
  level	
  of	
  technical	
  support	
  to	
  end-­‐users.	
  The	
  objective	
  is	
  to	
  solve	
  doubts	
  
and	
  provide	
  personalized	
  help	
  and	
  direct	
  contact	
  for	
  Internet	
  users	
  that	
  need	
  assistance	
  in	
  
cybersecurity	
  matters.	
  Users	
  have	
  different	
  channels	
  to	
  contact	
  in	
  an	
  easy	
  and	
  simply	
  way,	
  such	
  as	
  
email,	
  phone,	
  forum	
  or	
  through	
  the	
  different	
  social	
  networks.	
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6.7.3.1 Website	
  	
  
Spanish	
  NSC	
  website	
  https://www.osi.es/	
  has	
  the	
  objective	
  to	
  educate	
  users	
  and	
  offers	
  them	
  the	
  
necessary	
  information	
  and	
  advices	
  to	
  improve	
  their	
  cybersecurity	
  education	
  through	
  its	
  different	
  
sections.	
  	
  
	
  

	
  
Figure	
  26:	
  Botnet	
  Information	
  Page	
  Spain	
  

	
  

6.7.3.1.1.1 Awareness	
  and	
  Education	
  Services	
  
The	
  services	
  that	
  integrate	
  the	
  “awareness	
  and	
  education	
  services”	
  group	
  are	
  geared	
  towards	
  
offering	
  practical	
  advice	
  and	
  cybersecurity	
  education.	
  Its	
  aim	
  is	
  to	
  offer	
  users	
  news	
  and	
  novelties	
  
regarding	
  Internet	
  Security.	
  Through	
  these	
  services,	
  users	
  can	
  adopt	
  a	
  proactive	
  habit	
  of	
  updating	
  
and	
  expanding	
  their	
  security	
  knowledge,	
  as	
  a	
  preventive	
  measure	
  to	
  use	
  new	
  technologies	
  with	
  
confidence.	
  

6.7.3.1.1.2 Blog	
  
The	
  blog	
  has	
  been	
  created	
  to	
  incite	
  curiosity	
  about	
  Internet	
  news.	
  It	
  is	
  updated	
  almost	
  daily	
  with	
  
news	
  about	
  security,	
  not	
  only	
  related	
  to	
  Internet	
  but	
  any	
  topic	
  related	
  to	
  ICTs	
  that	
  can	
  affect	
  users.	
  
All	
  contents	
  are	
  written	
  with	
  a	
  familiar	
  and	
  simple	
  vocabulary	
  for	
  users	
  who	
  find	
  it	
  hard	
  to	
  read	
  texts	
  
with	
  a	
  more	
  technical	
  vocabulary	
  that	
  are	
  aimed	
  at	
  a	
  more	
  professional	
  public.	
  The	
  focus	
  of	
  the	
  
articles	
  is	
  mainly	
  practical	
  although	
  it	
  is	
  talked	
  too	
  about	
  theoretical	
  concepts	
  that	
  must	
  be	
  known	
  
and	
  understood.	
  
In	
  conclusion,	
  it	
  is	
  explained	
  to	
  users	
  what	
  they	
  must	
  do	
  to	
  improve	
  their	
  security	
  and	
  use	
  new	
  
technologies	
  confidently.	
  
	
  

6.7.3.1.1.3 Security	
  Alerts	
  
Latest	
   news	
   about	
   errors,	
   alerts	
   and	
   threats	
   that	
   affect	
   the	
   security	
   of	
   users	
   on	
   Internet	
   are	
  
described	
  and	
  explained	
  in	
  an	
  easy	
  way	
  for	
  users	
  who	
  do	
  not	
  have	
  specialized	
  IT	
  knowledge.	
  
It	
  helps	
  citizens	
  to	
  be	
  updated	
  about	
  the	
  latest	
  alerts,	
  and	
  learn	
  how	
  to	
  protect	
  themselves.	
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6.7.3.1.1.4 Real	
  stories	
  
This	
  section	
  shows	
  real	
  cases	
  of	
  online	
  frauds.	
  There	
  are	
  cases	
  where	
  the	
  user	
  has	
  been	
  the	
  victim	
  of	
  
a	
  fraud.	
  In	
  other	
  cases,	
  users	
  have	
  been	
  able	
  to	
  identify	
  the	
  fraud	
  and	
  have	
  been	
  able	
  to	
  avoid	
  it	
  and	
  
protect	
  themselves	
  adequately.	
  In	
  both	
  cases,	
  the	
  objective	
  is	
  to	
  share	
  their	
  case	
  in	
  order	
  to	
  prevent	
  
others	
  from	
  being	
  victims	
  of	
  these	
  frauds.	
  
The	
  objective	
  of	
  publishing	
  these	
  real	
  cases	
  is	
  to	
  encourage	
  the	
  users’	
  interest	
  in	
  cybersecurity	
  as	
  the	
  
section	
  points	
  out	
  problems	
  that	
  could	
  affect	
  them	
  and	
  therefore	
  they	
  can	
  get	
  interested	
  in	
  what	
  
they	
  have	
  to	
  do	
  and	
  how	
  they	
  have	
  to	
  react	
  to	
  those	
  cases.	
  
Therefore,	
  this	
  section	
  is	
  another	
  way	
  to	
  alert	
  users,	
  allowing	
  them	
  to	
  identify	
  possible	
  fraud	
  
attempts	
  and	
  know	
  how	
  to	
  protect	
  themselves	
  and	
  to	
  report	
  if	
  they	
  have	
  been	
  victims.	
  Every	
  real	
  
story	
  includes	
  practical	
  advice	
  and	
  useful	
  information	
  about	
  defense,	
  protection	
  and	
  report	
  
mechanisms.	
  

6.7.3.1.1.5 Video	
  tutorials	
  
OSI	
  YouTube	
  channel	
  offers	
  users	
  practical	
  videos	
  with	
  advice	
  about	
  how	
  to	
  improve	
  the	
  protection	
  
of	
  information	
  and	
  devices.	
  This	
  is	
  the	
  ideal	
  educational	
  resource	
  for	
  explaining	
  certain	
  practical	
  
concepts	
  that	
  could	
  be	
  vague	
  or	
  ambiguous	
  in	
  text	
  form.	
  All	
  video	
  tutorials	
  include	
  subtitles	
  that	
  can	
  
be	
  activated	
  to	
  make	
  it	
  easier	
  to	
  follow	
  the	
  explanation	
  
https://www.youtube.com/user/OSIseguridad/	
  
	
  

6.7.3.1.1.6 How	
  much	
  do	
  you	
  know?	
  
The	
  purpose	
  of	
  this	
  section	
  is	
  to	
  test	
  the	
  users’	
  knowledge	
  about	
  security	
  and	
  Internet	
  in	
  a	
  quick	
  and	
  
fun	
  way,	
  while	
  also	
  expanding	
  and	
  updating	
  their	
  knowledge	
  at	
  the	
  same	
  time.	
  Tests	
  are	
  made	
  up	
  of	
  
10	
  questions	
  based	
  on	
  possible	
  risk	
  situations	
  that	
  users	
  could	
  be	
  exposed	
  to.	
  Users	
  are	
  offered	
  
multiple	
  choices	
  from	
  which	
  they	
  have	
  to	
  select	
  the	
  correct	
  one.	
  Once	
  the	
  test	
  is	
  finished,	
  users	
  can	
  
find	
  out	
  the	
  percentage	
  of	
  correct	
  answers,	
  and	
  which	
  are	
  the	
  correct	
  answers	
  to	
  the	
  questions	
  they	
  
got	
  wrong.	
  
	
  

	
  
Figure	
  27:	
  Security	
  Quiz	
  Spain	
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6.7.3.1.1.7 What	
  I	
  should	
  know?	
  
This	
  section	
  comprises22	
  monographs	
  on	
  topics	
  related	
  to	
  Internet	
  and	
  new	
  technologies	
  from	
  a	
  
cybersecurity	
  point	
  of	
  view.	
  Each	
  monograph	
  addresses	
  one	
  topic	
  of	
  high	
  interest	
  for	
  users:	
  security	
  
in	
  social	
  networks,	
  protection	
  and	
  safe	
  use	
  of	
  WiFi,	
  online	
  banking…	
  
At	
  the	
  same	
  time,	
  each	
  addressed	
  topic	
  is	
  underpinned	
  by	
  other	
  related	
  publications	
  that	
  develop	
  
the	
  content.	
  These	
  publications	
  can	
  be	
  presented	
  in	
  diverse	
  formats:	
  graphics,	
  posts,	
  video	
  blogs,	
  
etc.	
  

6.7.3.1.2 Tools	
  and	
  Services	
  
The	
  Spanish	
  NSC	
  provides	
  its	
  users	
  with	
  different	
  free	
  useful	
  tools	
  and	
  solutions	
  to	
  protect	
  and	
  
improve	
  the	
  security	
  level	
  of	
  their	
  information,	
  devices	
  and	
  actions.	
  By	
  using	
  these	
  services,	
  users	
  
can	
  use	
  new	
  technologies	
  and	
  Internet	
  with	
  the	
  knowledge	
  that	
  they	
  are	
  better	
  protected.	
  

6.7.3.1.2.1 Free	
  tools	
  
The	
  Spanish	
  NSC	
  offers	
  users	
  a	
  variety	
  of	
  free	
  tools	
  for	
  main	
  platforms,	
  classified	
  by	
  type	
  and	
  utility,	
  
which	
  can	
  be	
  downloaded	
  and	
  used	
  depending	
  on	
  the	
  users’	
  needs.	
  	
  
The	
  user	
  firstly	
  selects	
  the	
  operating	
  system	
  the	
  device	
  that	
  he	
  is	
  going	
  to	
  install	
  the	
  application	
  on	
  
has.	
  Then,	
  the	
  user	
  selects	
  the	
  type	
  of	
  tool	
  that	
  he	
  is	
  searching	
  from	
  the	
  15	
  available	
  types	
  in	
  the	
  
section,	
  and	
  from	
  these	
  search	
  options,	
  the	
  user	
  obtains	
  a	
  list	
  of	
  possible	
  applications	
  that	
  he	
  can	
  
download	
  and	
  install	
  in	
  his	
  devices	
  to	
  improve	
  their	
  security	
  level,	
  accompanied	
  by	
  support	
  
documentation	
  to	
  make	
  the	
  most	
  of	
  the	
  tool.	
  

6.7.3.1.2.2 CONAN	
  Mobile	
  
This	
  tool	
  is	
  provided	
  in	
  the	
  scope	
  of	
  the	
  ACDC	
  project.	
  This	
  is	
  a	
  free	
  application	
  for	
  Android	
  mobile	
  
devices,	
  available	
  on	
  the	
  European	
  Google	
  market.	
  This	
  tool	
  alerts	
  the	
  user	
  about	
  the	
  security	
  level	
  of	
  
his	
  device,	
  offering	
  possible	
  solutions	
  to	
  improve	
  their	
  security.	
  

• http://www.osi.es/es/conan-­‐mobile	
  
• https://play.google.com/store/apps/details?id=es.inteco.conanmobile&hl=es	
  

	
  

6.7.3.1.2.3 Anti-­‐Botnet	
  Service	
  
In	
  the	
  scope	
  of	
  ACDC,	
  the	
  Spanish	
  NSC	
  launched	
  its	
  Anti-­‐Botnet	
  Service	
  in	
  June	
  2014	
  and	
  in	
  
November	
  2014	
  was	
  launched	
  a	
  second	
  version	
  incorporating	
  to	
  the	
  initiative	
  the	
  collaboration	
  of	
  
Telefónica,	
  the	
  main	
  ISP	
  in	
  Spain,	
  with	
  the	
  notification	
  to	
  end-­‐users.	
  
The	
  Anti-­‐Botnet	
  Service	
  has	
  as	
  objective	
  the	
  mitigation	
  of	
  botnets.	
  It	
  offers	
  to	
  the	
  users	
  the	
  
possibility	
  to	
  identify	
  if	
  from	
  its	
  internet	
  connection	
  has	
  been	
  detected	
  some	
  incident	
  related	
  botnet,	
  
offering	
  information	
  and	
  tools	
  links	
  for	
  the	
  disinfection.	
  
	
  



	
   43	
  	
  
D1.3.2	
  Tool	
  Group	
  National	
  Support	
  Centres	
  

	
  
	
   	
  

	
  
Figure	
  28:	
  Anti-­‐Botnet	
  Services	
  

	
  
The	
  Anti-­‐Botnet	
  Service	
  is	
  offered	
  to	
  end-­‐users	
  through	
  five	
  different	
  ways:	
  
	
  

• Online	
   Service:	
   End-­‐users	
   can	
   check	
  online	
   if	
   their	
   public	
   IP	
   is	
   involved	
   in	
  botnet	
   activities	
  
(service	
  practically	
  in	
  real	
  time	
  because	
  of	
  the	
  dynamic	
  IPs).	
  For	
  that,	
  the	
  IP	
  public	
  of	
  the	
  user	
  
is	
  checked	
  with	
  the	
  database	
  of	
  the	
  Anti-­‐Botnet	
  Service.	
  

• Plugin	
  Service:	
  Plugin	
  available	
  for	
  Google	
  Chrome,	
  Firefox	
  and	
  Internet	
  Explorer.	
  Once	
  it	
   is	
  
installed	
   as	
   a	
   complement	
  of	
   the	
  browser,	
   it	
   is	
   executed	
  periodically	
   and	
   automatically.	
   In	
  
the	
  same	
  way	
  of	
  the	
  online	
  service,	
  the	
  plugin	
  alerts	
  regularly	
  about	
  threats	
  or	
  cybersecurity	
  
incidents	
  related	
  with	
  botnets,	
  so	
  that	
  users	
  do	
  not	
  need	
  to	
  check	
  their	
  IP	
  manually	
  with	
  the	
  
online	
  service.	
  

• CONAN	
  Mobile:	
  application	
  for	
  Android	
  devices,	
  which	
  helps	
  to	
  check	
  the	
  level	
  of	
  security	
  of	
  
the	
  configuration	
  and	
  applications	
  installed	
  on	
  it.	
  This	
  ACDC	
  tool	
  integrates	
  the	
  functionality	
  
of	
  the	
  Anti-­‐Botnet	
  Service,	
  which	
  allows	
  identifying	
  security	
  threats	
  related	
  to	
  botnets	
  in	
  the	
  
current	
  WiFi	
  connection.	
  

• ISP	
  Notification:	
  The	
  Spanish	
  ISP	
  Telefónica	
  notifies	
  end-­‐users	
  by	
  email	
  about	
  botnet-­‐	
  related	
  
incidents	
  that	
  affect	
  their	
  internet	
  connections.	
  INCIBE	
  provides	
  Telefónica	
  every	
  day	
  with	
  a	
  
feed	
   containing	
   bot	
   evidences	
   related	
   to	
   their	
   ASNs.	
   With	
   this	
   information,	
   Telefónica	
  
identifies	
   their	
   affected	
   end-­‐users	
   and	
   send	
   those	
   notifications.	
   In	
   the	
   notification	
   it	
   is	
  
indicated	
  the	
  IP	
  affected,	
  the	
  timestamp	
  of	
  the	
  detection,	
  the	
  URL	
  of	
  the	
  Spanish	
  NSC	
  and	
  a	
  
ticket	
   or	
   code	
   related	
   to	
   the	
   detected	
   incident.	
   With	
   this	
   code	
   the	
   end-­‐user	
   can	
   access	
  
detailed	
  information	
  about	
  the	
  botnet	
  and	
  suitable	
  disinfection	
  tools.	
  

• API	
   for	
   companies:	
   API	
   that	
   allows	
   IT	
   personal	
   to	
   integrate	
   the	
   service	
   in	
   their	
   network	
  
monitoring	
  systems.	
  This	
  service	
  is	
  oriented	
  to	
  companies.	
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Figure	
  29:	
  Ticketing	
  System	
  Spain	
  

	
  
Figure	
  30:	
  Customer	
  Notification	
  

	
  
The	
  Anti-­‐Botnet	
  Service	
  offers	
  information	
  to	
  infected	
  users	
  about	
  the	
  botnet	
  and	
  links	
  to	
  free	
  
cleaners	
  in	
  order	
  to	
  help	
  them	
  with	
  the	
  disinfection	
  of	
  their	
  devices.	
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Figure	
  31:	
  Mitigation	
  Tools	
  Spain	
  

The	
  Anti-­‐Botnet	
  Service	
  has	
  at	
  this	
  moment	
  more	
  than	
  40	
  botnets	
  documented.	
  There	
  are	
  evidences	
  
of	
  infection	
  of	
  all	
  of	
  them,	
  and	
  all	
  are	
  being	
  notified	
  to	
  affected	
  end-­‐users.	
  

6.7.3.1.3 Support	
  Services	
  
The	
  support	
  service	
  provides	
  personalized	
  help	
  for	
  Internet	
  users	
  in	
  cybersecurity	
  matters.	
  
	
  

6.7.3.1.3.1 Email-­‐Support	
  	
  
Users	
  can	
  contact	
  the	
  NSC	
  through	
  email	
  using	
  a	
  form	
  available	
  on	
  the	
  web.	
  Email	
  support	
  is	
  
available	
  from	
  Monday	
  to	
  Friday	
  on	
  business	
  hours,	
  offering	
  users	
  required	
  and	
  tailored	
  help	
  to	
  solve	
  
their	
  doubts.	
  90%	
  of	
  received	
  emails	
  are	
  addressed	
  within	
  1-­‐2	
  business	
  days;	
  100%	
  of	
  questions	
  are	
  
answered	
  in	
  7	
  business	
  days,	
  except	
  on	
  specific	
  year	
  periods	
  (e.g.	
  Christmas).	
  
	
  

	
  
Figure	
  32:	
  Contact	
  Form	
  on	
  Website	
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6.7.3.1.3.2 Telephone	
  Support	
  	
  
Users	
  have	
  a	
  constant	
  and	
  direct	
  contact	
  to	
  the	
  Spanish	
  NSC	
  through	
  the	
  call	
  centre	
  service.	
  It	
  is	
  a	
  
telephone	
  number	
  to	
  report	
  any	
  security	
  problems	
  or	
  put	
  across	
  doubts	
  that	
  are	
  affecting	
  users,	
  
which	
  offering	
  help	
  and	
  assistance	
  with	
  any	
  necessary	
  technical	
  support.	
  The	
  contact	
  telephone	
  is	
  
available	
  during	
  working	
  hours	
  from	
  Monday	
  to	
  Friday.	
  It	
  has	
  two	
  level	
  of	
  attention.	
  

6.7.3.1.3.3 Forum	
  	
  
A	
  forum	
  is	
  available	
  for	
  users	
  to	
  interact	
  along	
  its	
  14	
  different	
  topics	
  about	
  cybersecurity.	
  Almost	
  
18.000	
  threats	
  have	
  been	
  created	
  and	
  more	
  than	
  73.000	
  messages	
  have	
  been	
  posted.	
  The	
  forum	
  
counts	
  with	
  more	
  than	
  16.100	
  users	
  registered.	
  
	
  
	
  

	
  
Figure	
  33:	
  INCIBE	
  Support	
  Forum	
  

6.7.3.1.3.4 Social	
  Media	
  	
  
Users	
  can	
  interact	
  with	
  the	
  Spanish	
  NSC,	
  sharing	
  their	
  experiences	
  and	
  follow	
  OSI	
  on	
  the	
  main	
  social	
  
networks.	
  

• Facebook	
  -­‐>	
  https://www.facebook.com/osiseguridad	
  
• Twitter	
  -­‐>	
  https://twitter.com/osiseguridad	
  
• Youtube	
  -­‐>	
  https://www.youtube.com/user/OSIseguridad	
  
• Google	
  +	
  -­‐>	
  https://plus.google.com/100714825184222636522/posts	
  
• Tuenti	
  -­‐>	
  http://www.tuenti.com/piensoluegoclico	
  

	
  
6.7.4 Infrastructure	
  	
  
Spanish	
  NSC	
  is	
  based	
  on	
  Drupal	
  technology.	
  The	
  Anti-­‐Botnet	
  Service	
  has	
  been	
  developed	
  under	
  the	
  
following	
  technologies:	
  

• Frontend/Backend:	
  HTML,	
  CSS,	
  Javascript,	
  PHP	
  
• Webservices:	
  Java,	
  Python	
  
• Data	
  base:	
  MongoDB	
  

	
  
A	
  subcontract	
  company,	
  always	
  under	
  continuous	
  support	
  by	
  INCIBE	
  staff,	
  attends	
  the	
  support	
  call	
  
centre.	
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6.7.5 Statistics	
  /	
  Metrics	
  	
  
Some	
  general	
  statistics	
  about	
  the	
  Spanish	
  NSC	
  referring	
  visitor	
  to	
  the	
  website,	
  to	
  the	
  blog,	
  and	
  
number	
  of	
  publications	
  are	
  shown	
  in	
  the	
  following	
  graphs.	
  
The	
  evolution	
  of	
  the	
  number	
  of	
  page	
  views,	
  visits	
  and	
  visitors	
  of	
  the	
  Spanish	
  NSC	
  since	
  the	
  launch	
  of	
  
the	
  Anti-­‐Botnet	
  Service	
  is	
  the	
  following:	
  
	
  

	
  
Figure	
  34:	
  Visits	
  and	
  visitors	
  Spanish	
  NSC	
  

	
  
The	
  evolution	
  of	
  the	
  visits	
  to	
  the	
  blog	
  of	
  the	
  Spanish	
  NSC	
  since	
  the	
  launch	
  of	
  the	
  Anti-­‐Botnet	
  Service	
  
is	
  the	
  following:	
  
	
  

	
  
Figure	
  35:	
  Visitors	
  of	
  the	
  blog	
  

	
  
Following	
  it	
  is	
  shown	
  the	
  statistics	
  about	
  publications	
  by	
  type	
  and	
  years	
  on	
  the	
  Spanish	
  NSC.	
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Figure	
  36:	
  Publications	
  by	
  the	
  Spanish	
  NSC	
  

	
  
About	
  specific	
  statistics	
  of	
  the	
  Anti-­‐Botnet	
  Service,	
  the	
  main	
  numbers	
  are	
  the	
  following:	
  

• The	
  Spanish	
  NSC	
  has	
  more	
  than	
  5.000.000	
  reliable	
  evidences	
  per	
  day	
  that	
  affect	
  more	
  than	
  
350.000	
  unique	
  IP	
  addresses	
  per	
  day	
  in	
  Spain.	
  	
  

• Since	
  the	
  beginning	
  of	
   the	
  Anti-­‐Botnet	
  Service	
   in	
   June	
  2014,	
   the	
  service	
  has	
  received	
  more	
  
than	
   100.000	
   visits.	
   The	
   service	
   has	
   been	
   executed	
   more	
   than	
   50.000	
   times	
   through	
   the	
  
online	
  service,	
  and	
  more	
  than	
  7.300	
  plugins	
  have	
  been	
  installed.	
  

• Since	
   the	
  beginning	
  of	
   the	
  pilot	
  with	
   the	
   collaboration	
  of	
   Telefónica,	
  middle	
  of	
  November,	
  
INCIBE	
   has	
   notified	
   to	
   Telefónica	
   957.470	
   unique	
   IPs.	
   Telefónica	
   has	
   sent	
   82.400	
  
notifications	
  to	
  16.627	
  different	
  end-­‐users.	
  An	
  average	
  of	
  6	
  notifications	
  have	
  been	
  sent	
  to	
  
recurring	
   clients,	
   and	
   each	
   month	
   1.450	
   new	
   customers	
   are	
   notified.	
   More	
   than	
   10.000	
  
tickets	
   has	
   been	
   consulted	
   on	
   the	
   website.	
   Finally	
   it	
   has	
   been	
   determined	
   that	
   44%	
   of	
  
notified	
  end-­‐users	
  would	
  have	
  been	
  disinfected.	
  

	
  
The	
  top	
  10	
  botnets	
  detected	
  by	
  the	
  Anti-­‐Botnet	
  Service	
  are	
  the	
  following:	
  
	
  

	
  
Figure	
  37:	
  Botnets	
  Statistics	
  Spain	
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6.7.6 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
The	
  terms	
  of	
  use	
  of	
  the	
  Spanish	
  NSC	
  can	
  be	
  consulted	
  on	
  the	
  website	
  
https://www.incibe.es/aviso_legal.	
  	
  
	
  
The	
  terms	
  of	
  use	
  and	
  privacy	
  of	
  the	
  Anti-­‐Botnet	
  Service	
  must	
  be	
  accepted	
  by	
  the	
  user	
  before	
  using	
  it.	
  
The	
  Service	
  uses	
  the	
  public	
  IP	
  always	
  with	
  the	
  explicit	
  consent	
  of	
  the	
  user	
  in	
  order	
  to	
  check	
  it	
  with	
  
the	
  database	
  of	
  the	
  service	
  to	
  be	
  able	
  to	
  show	
  the	
  result.	
  The	
  public	
  IP	
  is	
  not	
  associated	
  with	
  any	
  
particular	
  user	
  and	
  it	
  is	
  only	
  stored	
  for	
  statistics	
  purpose	
  of	
  the	
  service.	
  	
  
INCIBE	
  IT	
  area	
  is	
  certified	
  on	
  Information	
  Security	
  Management	
  System	
  (ISMS)	
  according	
  to	
  the	
  UNE	
  -­‐	
  
ISO	
  /	
  IEC	
  27001:	
  2007.	
  Therefore	
  the	
  Spanish	
  NSC	
  is	
  compliant	
  with	
  all	
  the	
  security	
  procedures	
  and	
  
technical	
  measures	
  under	
  the	
  ISMS.	
  The	
  security	
  is	
  ensured	
  by:	
  	
  

• Performing	
   the	
   process	
   of	
   risks	
   analysis	
   and	
   management	
   within	
   our	
   ISMS.	
   Our	
   strategic	
  
development	
  process	
   for	
   cybersecurity	
   technologies,	
   including	
   in	
   the	
   scope	
  of	
   the	
   ISMS,	
   is	
  
assessed	
   annually	
   at	
   the	
   stage	
   of	
   AGR	
   under	
   the	
   MAGERIT	
   methodology	
   (using	
   PILAR	
  
software),	
  being	
  evaluated	
   the	
  processes	
   /	
   services	
  and	
   systems	
   that	
   support	
   them	
  on	
   the	
  
three	
  dimensions	
  of	
  security.	
  	
  

• 	
  Conducting	
   technical	
   security	
   audits	
   of	
   applications	
   depending	
   of	
   the	
   level	
   of	
   criticality,	
  
previously	
  evaluated.	
  The	
  Spanish	
  NSC	
  has	
  been	
  audited.	
  

• Compliance	
   with	
   safety	
   requirements	
   established	
   under	
   the	
   procedure	
   of	
   developing	
   and	
  
maintaining	
  software	
  applications,	
  among	
  which	
  include:	
  source	
  code	
  security	
  requirements,	
  
secure	
   development	
   OWASP,	
   internal	
   processing	
   control,	
   security	
   among	
   controlled	
  
environments	
  promotion	
  processes,	
  software	
  quality,	
  etc.	
  

	
  
INCIBE	
  has	
  appointed	
  a	
  member	
  of	
  the	
  Company	
  Management	
  Team	
  as	
  Head	
  of	
  Internal	
  Security	
  
Management	
  (RGI)	
  who	
  oversees	
  it,	
  ultimately,	
  both	
  corporate	
  management	
  for	
  the	
  protection	
  of	
  
personal	
  data	
  as	
  the	
  maintenance	
  and	
  improvement	
  of	
  the	
  Information	
  Security	
  Management	
  
System	
  (ISMS)	
  that	
  has	
  implemented	
  and	
  certified	
  according	
  to	
  the	
  UNE	
  -­‐	
  ISO	
  /	
  IEC	
  27001:	
  2007.	
  	
  This	
  
role	
  (the	
  RGI)	
  assumes	
  among	
  its	
  main	
  functions:	
  a)	
  contact	
  with	
  the	
  national	
  bodies	
  for	
  the	
  
protection	
  of	
  personal	
  data	
  (AEPD),	
  b)	
  proper	
  maintenance	
  and	
  updating	
  of	
  the	
  Security	
  Document,	
  
c)	
  the	
  registration	
  of	
  files	
  in	
  the	
  RGPD	
  (Data	
  Protection	
  General	
  Register),	
  d)	
  the	
  supervision	
  of	
  the	
  
audit	
  processes	
  both	
  in	
  the	
  field	
  of	
  personal	
  data	
  protection	
  management	
  as	
  part	
  of	
  information	
  
security	
  management,	
  e)	
  the	
  supervision	
  of	
  the	
  processes	
  of	
  risks	
  analysis	
  and	
  risks	
  management,	
  f)	
  
the	
  implementation	
  and	
  supervision	
  of	
  action	
  plans	
  or	
  risk	
  treatment,	
  etc.	
  
	
  
6.7.7 Contributions	
  /	
  interaction	
  with	
  ACDC	
  	
  
Both,	
  Conan	
  Mobile	
  and	
  the	
  Anti-­‐Botnet	
  Service	
  are	
  services	
  provided	
  within	
  the	
  scope	
  of	
  ACDC	
  
project.	
  One	
  of	
  the	
  sources	
  of	
  the	
  Anti-­‐Botnet	
  Service	
  is	
  the	
  data	
  provided	
  to	
  ACDC	
  by	
  other	
  project	
  
partners.	
  All	
  bots	
  received	
  from	
  ACDC	
  are	
  validated	
  and	
  then	
  incorporated	
  to	
  the	
  process	
  of	
  
notification.	
  	
  
	
  
6.7.8 Dissemination	
  
The	
  Spanish	
  NSC	
  has	
  made	
  different	
  campaigns	
  of	
  disseminations	
  of	
  its	
  services	
  CONAN	
  Mobile,	
  Anti-­‐
Botnet	
  Service	
  and	
  ACDC,	
  through	
  different	
  activities	
  such	
  posts	
  in	
  blogs,	
  tweets,	
  press	
  release,	
  
articles	
  in	
  newspapers	
  and	
  promotional	
  videos.	
  

• Anti-­‐Botnet	
  Service	
  promotional	
  video:	
  https://www.youtube.com/watch?v=C-­‐rtCZamKH0	
  
• CONAN	
  Mobile	
  promotional	
  video:	
  https://www.youtube.com/watch?v=6LxLb1tWW_o	
  

	
  
As	
  it	
  was	
  launched	
  as	
  a	
  pilot,	
  it	
  is	
  planned	
  to	
  design	
  and	
  execute	
  a	
  bigger	
  diffusion	
  of	
  the	
  Anti-­‐Botnet	
  
Service.	
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6.7.9 Sustainability	
  	
  
The	
  Spanish	
  NSC	
  will	
  continue	
  providing	
  its	
  services	
  to	
  end	
  users	
  in	
  the	
  same	
  line	
  the	
  following	
  years,	
  
working	
   to	
   reinforce	
   confidence	
   in	
   the	
   digital	
   ecosystem	
   under	
   the	
   Spanish	
   Digital	
   Agenda	
   2014-­‐
2015,	
   but	
   also	
   in	
   line	
  with	
   the	
   goals	
   of	
   the	
  Digital	
   Agenda	
   for	
   Europe	
   2015-­‐2020.	
   After	
   2015,	
   the	
  
Spanish	
   government	
  must	
   detail	
   the	
   roadmap	
   for	
   the	
   INCIBE‘s	
   public	
   services	
   under	
   the	
   National	
  
Cybersecurity	
  Strategy	
  2015-­‐2017	
  and	
  in	
  line	
  with	
  the	
  Agenda	
  for	
  Europe	
  2015-­‐2020.	
  
About	
  the	
  Anti-­‐Botnet	
  Service,	
  it	
  is	
  planned	
  to	
  extend	
  the	
  collaboration	
  and	
  the	
  incorporation	
  to	
  the	
  
notification	
  process	
  of	
  other	
  Spanish	
  ISPs.	
  
	
  

6.8 Romania	
  	
  
The	
  Romanian	
  National	
  Support	
  Centre	
  is	
  hosted	
  and	
  operated	
  by	
  the	
  Romanian	
  National	
  Computer	
  
Security	
  Incident	
  Response	
  Team	
  –	
  CERT-­‐RO.	
  The	
  services	
  of	
  the	
  Romanian	
  NSC	
  are	
  offered	
  through	
  
the	
  website	
  http://www.botfree.ro.	
  
	
  
6.8.1 Workflow	
  
All	
  the	
  data	
  generated	
  by	
  the	
  sensors	
  within	
  HoneyNetRo	
  and	
  the	
  data	
  collected	
  via	
  CCH	
  are	
  stored	
  
in	
  a	
  local	
  database	
  for	
  further	
  correlation	
  and	
  analysis.	
  Further,	
  all	
  the	
  reports	
  are	
  notified	
  to	
  the	
  
ISP’s,	
  which	
  are	
  instructed	
  to	
  notify	
  the	
  end	
  users.	
  
The	
  notification	
  is	
  done	
  through	
  CERT-­‐RO’s	
  ticketing	
  system	
  and	
  contains	
  information	
  about	
  the	
  
ACDC	
  project	
  and	
  how	
  the	
  NSC	
  and	
  CERT-­‐RO	
  could	
  be	
  reached	
  for	
  further	
  assistance.	
  
	
  

	
  
Figure	
  38:	
  Workflow	
  botfree.ro	
  

	
  
6.8.2 Staff	
  
The	
  Romanian	
  NSC	
  is	
  operated	
  by	
  the	
  CERT-­‐RO’s	
  incident	
  handling	
  department	
  formed	
  by	
  
professional	
  cyber	
  security	
  experts	
  and	
  incident	
  response	
  operators.	
  
All	
  the	
  reports	
  received	
  through	
  the	
  Romanian	
  NSC	
  are	
  managed	
  accordingly	
  to	
  the	
  already	
  in-­‐place	
  
incident	
  response	
  procedures	
  used	
  by	
  CERT-­‐RO.	
  
	
  
6.8.3 Service	
  Level	
  
The	
  services	
  of	
  the	
  Romanian	
  NSC	
  are	
  offered	
  through	
  a	
  2nd	
  level	
  support.	
  This	
  includes	
  support	
  via	
  
email	
  and	
  phone	
  within	
  normal	
  business	
  hours	
  (08:00	
  –	
  17:00).	
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6.8.4 Website	
  
	
  

	
  
Figure	
  39:	
  Screenshot	
  Botfree.ro	
  

The	
  website	
  is	
  available	
  both	
  in	
  English	
  and	
  Romanian	
  language.	
  
The	
  services	
  are	
  offered	
  free	
  of	
  charge	
  and	
  they	
  are	
  organized	
  in	
  the	
  main	
  three	
  sections	
  of	
  the	
  web	
  
portal:	
  Inform,	
  Clean,	
  Protect.	
  
It	
  also	
  contains	
  a	
  section	
  called	
  “About	
  the	
  project”	
  where	
  visitors	
  can	
  find	
  out	
  more	
  information	
  
about	
  the	
  ACDC	
  project.	
  
	
  
6.8.5 Contact	
  and	
  ticketing	
  system	
  
The	
  contact	
  section	
  contains	
  detailed	
  information	
  that	
  can	
  be	
  used	
  to	
  contact	
  the	
  NSC	
  staff,	
  including	
  
email	
  address,	
  phone	
  number	
  and	
  fax	
  number.	
  
All	
  the	
  reports	
  collected	
  from	
  CCH	
  and	
  from	
  HoneyNetRO	
  sensors	
  are	
  sent	
  to	
  ISP’s	
  through	
  the	
  
ticketing	
  system.	
  Also,	
  all	
  the	
  notifications	
  sent	
  by	
  the	
  NSC	
  visitors	
  are	
  automatically	
  imported	
  to	
  the	
  
ticketing	
  system	
  and	
  are	
  included	
  in	
  the	
  normal	
  incident	
  response	
  workflow.	
  

	
  
Figure	
  40:	
  Ticketing	
  System	
  Romania	
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6.8.6 Mitigation	
  Services	
  
	
  
Two	
  EU-­‐Cleaners	
  have	
  been	
  made	
  available	
  to	
  the	
  Romanian	
  NSC	
  with	
  friendly	
  support	
  from	
  the	
  
partners	
  Avira	
  and	
  SurfRight.	
  These	
  cleaners	
  are	
  no	
  full	
  Anti-­‐Virus	
  Products	
  as	
  they	
  are	
  just	
  dedicated	
  
to	
  remove	
  Malware	
  from	
  customer	
  PCs.	
  Both	
  tools	
  are	
  free	
  of	
  charge	
  and	
  can	
  be	
  obtained	
  from:	
  

• http://botfree.ro/download/avira-­‐eu-­‐cleaner.exe	
  
• http://botfree.ro/download/hitmanpro_x64.exe.	
  

	
  
6.8.7 Online	
  scanners	
  
The	
  Check-­‐and-­‐Secure	
  service	
  is	
  a	
  free	
  online	
  tool	
  provided	
  by	
  cyscon	
  GmbH	
  and	
  Vodafone.	
  Based	
  on	
  
the	
  results	
  of	
  the	
  scan	
  the	
  end	
  user	
  is	
  conducted	
  through	
  a	
  variety	
  of	
  checks	
  step	
  by	
  step.	
  
	
  

	
  
Figure	
  41:	
  Romanian	
  Online-­‐Services	
  

	
  
Additionally,	
  a	
  selection	
  of	
  three	
  online	
  scanners	
  that	
  are	
  free	
  of	
  charge	
  are	
  recommended:	
  

• Bitdefender	
  Online	
  Scanner	
  -­‐	
  http://www.bitdefender.ro/scanner/online/free.html	
  
• F-­‐Secure	
  Online	
  Scanner	
  -­‐	
  http://www.f-­‐secure.com/en/web/home_global/online-­‐scanner	
  
• Panda	
  Online	
  Scanner	
  -­‐	
  http://www.pandasecurity.com/activescan/index/	
  

	
  
6.8.8 Privacy,	
  Data	
  Protection	
  and	
  Security	
  
CERT-­‐RO	
  does	
  not	
  store	
  any	
  personal	
  data	
  related	
  to	
  the	
  infected	
  end	
  users,	
  while	
  information	
  
related	
  to	
  the	
  users	
  affected	
  systems	
  and	
  correspondence	
  is	
  stored	
  on	
  a	
  storage	
  capability,	
  which	
  is	
  
only	
  accessible	
  from	
  internal	
  network.	
  
The	
  NSC	
  portal	
  is	
  protected	
  by	
  a	
  hardware	
  web	
  application	
  firewall	
  (WAF)	
  and	
  is	
  constantly	
  scanned	
  
with	
  CERT-­‐RO’s	
  commercial	
  and	
  open	
  source	
  vulnerability	
  scanners.	
  
	
  
6.8.9 Dissemination	
  
The	
  Romanian	
  National	
  Support	
  Centre	
  is	
  constantly	
  advertised	
  through	
  different	
  means,	
  including	
  
social	
  networks,	
  national	
  and	
  international	
  conferences	
  and	
  a	
  visible	
  link	
  on	
  the	
  CERT-­‐RO’s	
  website.	
  
	
  
6.8.10 Sustainability	
  
CERT-­‐RO	
  plans	
  to	
  further	
  support	
  and	
  develop	
  the	
  Romanian	
  National	
  Support	
  Centre	
  which	
  is	
  
already	
  a	
  part	
  of	
  the	
  CERT-­‐RO’s	
  services	
  offered	
  to	
  the	
  national	
  constituency.	
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6.9 Additional	
  ACDC	
  Support	
  Centers	
  	
  
The	
  following	
  support	
  centres	
  have	
  been	
  established	
  outside	
  of	
  ACDC	
  and	
  are	
  not	
  directly	
  associated	
  
to	
  the	
  ACDC	
  project.	
  No	
  funding	
  or	
  resources	
  out	
  of	
  the	
  ACDC	
  project	
  budget	
  have	
  been	
  allocated	
  
into	
  the	
  setup	
  of	
  these	
  support	
  centres.	
  
	
  
6.9.1 Luxembourg	
  
The	
  National	
  Anti-­‐Botnet	
  Support	
  Centre	
  in	
  Luxembourg	
  is	
  located	
  at	
  Botfree.lu	
  and	
  available	
  in	
  
English	
  language.	
  The	
  initiative	
  is	
  hosted	
  by	
  the	
  Computer	
  Incident	
  Response	
  Center	
  Luxembourg	
  
(CIRCL)	
  and	
  is	
  operated	
  in	
  collaboration	
  with	
  BEE	
  SECURE	
  (https://www.bee-­‐secure.lu)	
  and	
  SMILE	
  
(https://securitymadein.lu).	
  Both	
  websites	
  have	
  similar	
  goals	
  as	
  the	
  ACDC	
  project,	
  but	
  at	
  a	
  national	
  
level.	
  	
  
The	
  Botfree.lu	
  website	
  provides	
  minimal	
  services	
  on	
  the	
  website	
  itself,	
  as	
  the	
  two	
  associated	
  partner	
  
organisation	
  already	
  provide	
  a	
  large	
  set	
  of	
  similar	
  services	
  like	
  for	
  example	
  the	
  German	
  or	
  Spanish	
  
National	
  Support	
  Centre.	
  The	
  contribution	
  of	
  Luxembourg	
  to	
  the	
  ACDC	
  support	
  centre	
  network	
  has	
  
been	
  setup	
  without	
  any	
  financial	
  contributions	
  out	
  of	
  the	
  ACDC	
  funding.	
  	
  
Laudable	
  in	
  this	
  context	
  is	
  the	
  dedication	
  from	
  project	
  partner	
  University	
  of	
  Luxembourg	
  to	
  establish	
  
the	
  liaison	
  with	
  these	
  organisations	
  and	
  the	
  provisions	
  of	
  this	
  additional	
  NSC.	
  
	
  

	
  
Figure	
  42:	
  Botfree.lu	
  

	
  
6.9.2 Bulgaria	
  	
  
The	
  National	
  Anti-­‐Botnet	
  Support	
  Centre	
  in	
  Bulgaria	
  is	
  located	
  at	
  Antibot.bg	
  and	
  currently	
  available	
  
in	
  Bulgarian	
  only.	
  The	
  initiative	
  is	
  hosted	
  and	
  operated	
  by	
  the	
  Bulgarian	
  CERT	
  (cert.bg).	
  The	
  website	
  is	
  
a	
  translation	
  and	
  customization	
  of	
  the	
  German	
  ABBZ	
  website,	
  project	
  partner	
  ECO	
  supported	
  the	
  
Bulgarian	
  CERT	
  in	
  setting	
  up	
  this	
  service.	
  The	
  Bulgarian	
  CERT	
  is	
  currently	
  working	
  with	
  several	
  
National	
  Internet	
  Service	
  Providers	
  in	
  establishing	
  processes	
  and	
  services	
  similar	
  to	
  Germany,	
  
involving	
  and	
  notifying	
  end-­‐users	
  and	
  SME’s.	
  	
  
The	
  contribution	
  of	
  Bulgaria	
  to	
  the	
  ACDC	
  support	
  centre	
  network	
  has	
  been	
  setup	
  without	
  any	
  
financial	
  contributions	
  out	
  of	
  the	
  ACDC	
  funding.	
  	
  
Laudable	
  in	
  this	
  context	
  is	
  also	
  the	
  dedication	
  from	
  project	
  partner	
  Bulgarian	
  Post	
  (BG	
  Post)	
  to	
  
establish	
  the	
  liaison	
  with	
  the	
  national	
  CERT	
  and	
  the	
  voluntary	
  provision	
  of	
  this	
  additional	
  NSC.	
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Figure	
  43:	
  Antibot.bg	
  

7 Botfree.eu	
  	
  
	
  
The	
   central	
  website	
   Botfree.eu	
   is	
   a	
   basic	
   and	
   static	
   landing	
   page,	
   directing	
   users	
   to	
   their	
   national	
  
support	
  centre.	
  The	
  website	
  only	
  displays	
  a	
  map	
  with	
  the	
  participating	
  countries	
  and	
   lists	
  and	
   links	
  
the	
  operating	
  partner	
  organisation.	
  
The	
  website	
   includes	
  the	
  mandatory	
   imprint,	
  data	
  privacy	
  statement	
  and	
  the	
  terms	
  of	
  use,	
  besides	
  
basic	
  information	
  and	
  technical	
  backgrounds	
  of	
  the	
  ACDC	
  project.	
  
This	
  minimal	
  service	
  of	
  Botfree.eu	
  has	
  been	
  a	
  result	
  of	
  two	
  different	
  strategic	
  decisions.	
  	
  
With	
   support	
   of	
   the	
   work	
   started	
   in	
   WP5	
   on	
   exploitation	
   and	
   sustainability,	
   the	
   majority	
   of	
   the	
  
national	
   support	
   centre	
   operators	
   stated	
   in	
   a	
   survey	
   in	
   November	
   2014,	
   that	
   they	
   prefer	
   a	
   basic	
  
website	
  on	
  Botfree.eu	
  only.	
  	
  
This	
  statement	
  has	
  been	
  made	
  due	
  to	
  the	
  intents	
  keeping	
  the	
  national	
  support	
  centres	
  independent	
  
and	
  each	
  responsible	
  for	
  own	
  dissemination,	
  mitigation	
  and	
  outreach	
  activities.	
  	
  
Additionally,	
   the	
  NSC	
  operators	
  consider	
  the	
  Botfree.eu	
  website	
  being	
  owned	
  and	
  operated	
  by	
  the	
  
planned	
   European	
   Anti-­‐Botnet	
   Support	
   Centre	
   Alliance	
   (EABSCA).	
   Its	
   future	
   purpose	
   should	
   be	
   an	
  
information	
  page	
  for	
  the	
  alliance	
  and	
  the	
  participating	
  partners,	
  but	
  not	
  direct	
  or	
   indirect	
  end-­‐user	
  
support	
  centre.	
  
The	
  second	
  decision	
  on	
  reducing	
  the	
  initially	
  provided	
  information	
  has	
  been	
  driven	
  by	
  the	
  decision	
  to	
  
direct	
  more	
  users	
  to	
  their	
  national	
  support	
  centre	
  and	
  interested	
  project	
  stakeholders	
  to	
  the	
  actual	
  
project	
   website	
   or	
   even	
   the	
   animation	
   joining	
   the	
   ACDC	
   service	
   through	
   a	
   registration	
   to	
   the	
  
community	
   portal.	
   Therefore,	
   links	
   have	
   been	
   set	
   accordingly	
   and	
   content	
   transferred.	
   During	
   the	
  
project,	
  the	
  website	
  has	
  been	
  maintained	
  and	
  designed	
  by	
  eco.	
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Figure	
  44:	
  Botfree.eu	
  

	
  

8 Sustainability	
  
The	
  sustainability	
  plan	
  for	
  the	
  ACDC	
  project	
  suggests	
  an	
  own	
  entity	
  for	
  the	
  National	
  Support	
  Centres.	
  	
  
This	
  European	
  Anti-­‐Botnet	
  Support	
  Centre	
  Alliance	
  (EABSCA)	
  should	
  be	
  established	
  as	
  a	
  non-­‐profit	
  
initiative	
  and	
  its	
  goal	
  is	
  become	
  a	
  coordinating	
  entity	
  for	
  and	
  to	
  the	
  operators	
  of	
  the	
  NSCs.	
  	
  
Besides	
  exchanging	
  knowledge,	
  experience	
  and	
  expertise,	
  the	
  new	
  association	
  should	
  also	
  act	
  as	
  a	
  
point	
  of	
  contact	
  for	
  organisations	
  at	
  a	
  European	
  or	
  international	
  level,	
  including	
  ENISA,	
  EUROPOL,	
  
CERTs,	
  ISACs	
  or	
  the	
  European	
  Commission.	
  	
  
The	
  Network	
  of	
  National	
  Support	
  Centres	
  should	
  act	
  as	
  a	
  relay	
  point	
  for	
  mitigation	
  campaigns	
  related	
  
to	
  Botnet	
  takedowns	
  or	
  for	
  joint	
  awareness	
  campaigns	
  like	
  the	
  Internet	
  Safety	
  Day.	
  	
  
The	
  network	
  should	
  be	
  reaching	
  out	
  to	
  the	
  industry,	
  e.g.	
  to	
  get	
  to	
  new	
  end-­‐user	
  tools	
  like	
  EU-­‐
Cleaners.	
  
Also,	
  this	
  network	
  will	
  have	
  the	
  goal	
  to	
  get	
  a	
  member-­‐or	
  partnership	
  with	
  at	
  least	
  one	
  organisation	
  in	
  
each	
  state	
  of	
  the	
  European	
  Union,	
  but	
  also	
  beyond.	
  First	
  cooperation	
  with	
  similar	
  projects	
  in	
  Japan,	
  
South	
  Korea	
  and	
  Australia	
  has	
  been	
  initialized	
  during	
  the	
  project	
  span	
  and	
  the	
  long	
  term	
  plans	
  might	
  
even	
  drive	
  this	
  into	
  the	
  direction	
  of	
  a	
  global	
  alliance.	
  There	
  are	
  several	
  initiatives	
  around	
  the	
  world	
  
and	
  the	
  EABSCA	
  could	
  become	
  a	
  relay	
  point	
  of	
  the	
  usage	
  of	
  these	
  global	
  synergies.	
  	
  
	
  
Further	
  details	
  on	
  the	
  sustainability	
  plan	
  and	
  the	
  future	
  plans	
  for	
  the	
  Network	
  of	
  National	
  Anti-­‐
Botnet	
  Support	
  Centres	
  are	
  described	
  in	
  the	
  second	
  chapter	
  of	
  “Deliverable	
  D5.3	
  –	
  Sustainability	
  
Plan.”	
  	
  


